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that handle protected health care information to comply with HIPAA, which could help
close up holes in patient record privacy and puts pressure on health care providers to verify
third-party security. In addition, the legislation imposes new disclosure rules for PHI.

But how realistic are all these provisions, especially for small health care providers that
may not have the security resources? Encryption is difficult for any enterprise, let alone a
small organization without the money, security skills or staffing to deploy and manage it.
Plus, the legislation doesn’t do much to clarify HIPAA’s security provisions, still leaving
much room for interpretation. Let’s hope HITECH doesn’t simply lead to a plethora of
security breach notifications that the public eventually becomes numb to.

At its heart, HITECH aims to encourage adoption of electronic health record technology
with lucrative incentives. Kark says HITECH makes it clear that if an organization expects
to receive incentives, its EHR implementations must be secure. However, for small organiza-
tions the incentives may not be enough to make the switch, he says: “The cost may be too
prohibitive for them.” Just trying to understand the voluminous federal requirements for
“meaningful use” of EHRs could be too daunting for some.

HITECH needs to force some real changes in the health care industry and not be more
well-intentioned but ultimately ineffective legislation.»

Marcia Savage is Editor of Information Security. Send comments on this column to
feedback@infosecuritymag.com.
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Ignorance is Bliss -

Many organizations fail to build a comprehensive
intrusion detection architecture that uncovers
genuine threats. BY PAUL ROHMEYER

HOW WOULD YOU know if your organization has been breached? It’s actually a simple
question and the answer is often an assertion of some degree of incident detection
capability. However, as one CIO wryly told me during a network assessment, if he
chose to spend time and money building a detection architecture that actually worked,
it might somehow prove he has security problems. Unfortunately, I don’t think he was
entirely kidding.

Despite significant advances in detection technologies [http://searchsecurity.
techtarget.com/magazineFeature/0,296894,sid14_gci1354842_mem1,00.html], many
organizations are woefully behind the times with respect to building robust capabilities
to successfully identify genuine incidents. Detection is not simply a technical toolset
but a complex capability, one that . o .
ideally includes well-defined technical  [JeSpite significant advances in

and process domains, managed by

competent staff. Weakness in any one deteCtlon tEChnOIOQIES, many
domain severely diminishes detection Orgaﬂlzatlﬂns are Woefu”y

effectiveness.

Unfortunately, in many organizations, beh i N d th e ti mes With I'es p e Ct

detection is simply not viewed as a

strategi? s.e.curity c.apflbility. The result is tO bL”ldl“g I‘ObUSt CapabI|ItIBS
that activities are limited to deployment t 0 succes S.I:u | Iy | d entlfy

of signature-based network intrusion
detection system (IDS) sensors that genume Inmdents

track rather obvious simplistic and

typically non-threatening actions, such as port scans. It may be necessary to track
port scans to see who may be interested in mapping your asset landscape, but these
simple out-of-the-box IDS techniques are not examples of significant detective capa-
bilities for current threats. Moreover, many companies do not have sufficient analytical
capabilities to correlate data from multiple gathering points to detect broad attack
patterns or complex attacks, despite the wide availability of technologies aimed at
solving this very problem.

Some choose to outsource the management of technical detection devices. However,
many who do virtually ignore the data provided back to them by their service provider,
all the while proudly displaying their managed services contracts to regulators and
auditors, as supposed evidence of organizational detection capability. While such
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Balancing Tougher Authentication
with Customer Privacy
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EDITOR'S DESK Knowledge-based authentication helps catch
fraudsters, but could raise privacy concerns.
PERSPECTIVES BY ROBERT WESTERVELT
SCAN LONG, FRIGID WINTERS and tough regulations forbidding
utility companies from shutting off customers during
the cold winter months drove a Midwestern oil com-
SNAPSHOT pany to use knowledge- based authentication (KBA)
to root out fraudsters.
The company, which didn’t want to reveal its
identity, experienced a sudden influx of new customers just before the winter. Once
CAREERS it got a KBA system up and running, call center operators posed a series of multiple
choice questions to people seeking new accounts. Those who could answer the
questions verifying their identities were set up with service while fraudsters trying
SIMs AND IAM

to activate delinquent accounts under fake names were quickly rooted out.
“People with large unpaid bills were

trying to get their service turned back on Th 0Se Wh 0 cou |d answer

METRICS for the winter,” says Joram Borenstein, senior

product marketing manager in RSA’s identity th e q u ES“ ons ve r|fy| ng th e | §

and access assurance group; RSA, the security

HITECH division of EMC, provides the authentication IdB ntItIeS were Set Up Wlth
service. “While it’s tough to deny heat to Serv'ce Wh I|B frau dsters

someone, you can’t stay in business if people

SPONSOR are trying to defraud the system.” trymg to activate de”nquent

RESODRCES Dynamic knowledge-based authentica-

tion, t}}e technology that he}s given many daccou ntS un d er fa ke names
financial firms a way to verify customers were q 1 | C kly ro Oted 0 ut

before approving high-risk transactions,

is now being used by a broader number of

firms from e-commerce websites to hospitals and telecommunications companies.
As the technology hits primetime, it’s being used to verify more people and

firms using it for the first time quickly learn that some of the questions being

returned by KBA systems can be too probing. To eliminate false positives, those

behind the software algorithms used to create verification questions are trying to
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SNAPSHOT

Continual Climb

THE COST OF a data breach increased for the fifth straight year, reaching $204 per com-
promised record in 2009, according to a recent study by the Ponemon Institute. The
research firm interviewed 45 companies, many which had suffered multiple breaches,
to compile its report. The cost includes lost business due to an incident, breach notifi-
cation expenses, legal costs, new technology investments and employee education.
—Information Security staff

ﬂh’reac cost, per compromised record:
= ._ﬁ.';'— b 4

2007-§1
2006-$182
2005-$138
"
42 percent of breaches in the were associated

with mistakes made by third-pérties such as vendors,
gontractors and consultants.

40 percent were associated with lost laptops and USB drives.

36 percent were caused by system errors
and account statement mix-ups.

24 percent were caused by malicious attacks.

If handled properly, companies will survive a
breach [but] there’s no excuse for not taking a
defense-in-depth approach toward security and
maintaining a secure environment. Just because
you will survive doesn’t mean you’ll want to go
through the pain or put your customers through
the aggravation of having a breach.

—-LARRY PONEMON, chairman and founder, Ponemon Institute

OVER-
HEARD
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against them in another. By taking time to plan your information security career, you can deter-
mine the work environments that align best with your career goals, personal characteristics, and
provide yourself with the most flexibility for personal career choices.

In addition to the diverse work environments, the information security profession is the
intersection of people, process, technology, and business. Any of these items would be difficult
to master, however information security professionals are expected to be competent in all of
them. Factor in differing industry regulations, evolving technologies, diverse personalities, and
distinct businesses and an information security professional is left with many choices on where
to focus their time and energy.

The development of a written career plan In addrtmn tO the d|ve N Work

should help an individual identify areas of per-

sonal interest and correlate these interests with e nVl Ffonme ntS, th e | nfﬂ 'm atl on
career choices that provide them with the best secu rlty pmeSSI on |S the mte (-

chance of achieving their long term career goals.

A career plan can also provide you with Sectmn Of people, process,

some guidelines for making career decisions and .

assessing specific career opportunities. As your te Ch no I Ogy, ai d bUS| ness.
information security career progresses, you will

be presented with a variety of different opportunities to either utilize your current skill or
develop new ones. Some of these positions can help accelerate your career progression while
others may cause you to detour. In many cases, the excitement caused by the introduction of a
new challenge or a new environment can cloud your judgment. When these opportunities arise,
you will have the ability to consult your career plan to determine how the framework of the
particular opportunity will help you address your “career gaps.” Filling a career gap by develop-
ing those technical, management, leadership or general business skills you need to learn to
accomplish a long-term goal will enhance your chances of reaching it.

Your career plan will enable you to think more clearly about the opportunity and its benefits,
and hopefully enable you to make a better informed decision about your future and position choice.
A career plan will enable you to figure out which specific information security skill you
need to develop and what experience you need to acquire. It is often easy to say “I want to
become a chief information security officer,” but it is another thing to fully understand the

skills and experience necessary to be considered for such a position.

When you develop your career plan and identify your goal, you will need to go through a
“career gap assessment.” A career gap assessment will begin with an honest assessment of your
current skills and experiences. This honest assessment should help you determine your personal
strengths and weaknesses.

After this personal assessment is complete, you should research which skills, education, and
experience would be required to achieve the position that you desire. Upon completion, you
should be left with an understanding of where you are currently and what kind of commitment,
sacrifice, and personal investment you would need to make in order to achieve your long-term
career goal.

At the end of this exercise, you will be able to determine your personal willingness to
attempt to achieve this goal. If you determine that you are unwilling to put in the necessary
work and professional development to achieve this goal, you should select another goal that
is better aligned with your personal level of commitment. Keep in mind that developing career
goals is easy, achieving them requires a great deal of hard work.

Taking the necessary time to plan your information security career can have a dramatic
impact on your professional happiness. Your career plan will serve as your personal “road map”
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Joining security infurmation managemet with idtity
management ties policy violations and
vulnerabilities to user activity.

BY RANDALL GAMBY

TRADITIONALLY WITHIN COMPANIES, the IT security organization has mitigated risk through
its set of policies, procedures and technologies, while user access and authorization has been
controlled through the use of identity management processes and technologies managed by
the IT organization. By bringing these two functions together, organizations increase their
effectiveness to a level that is greater than the sum of the parts.

IT security departments have begun deploying security information management systems
(SIMs) within their organizations to monitor and report on information asset vulnerabilities.
SIMs focus on remediating risk through scanners placed throughout the organization to
gather data on information policy violations and then reporting on overall vulnerability to
defined risks using management scorecards. While becoming more and more effective, these
technologies act only as an early-warning radar system by recognizing when a large policy
violation activity has occurred—which is then followed by a triage process to verify and
remediate the problem.
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recognize when a policy violation activity has occurred. However, in order to fix an
identified vulnerability, a triage process must be followed to verify and remediate
the problem. This typically requires an IT security person to delve deeper into the
information provided and determine the downstream effects of the activity (see
“Triage,” p. 21).

While this is process is usually effective, SIM tools deal with information and
systems, not people. Many times, the I'T security person assigned the remediation
activity doesn’t have access to the knowledge of whether a person was involved,
when they were involved, and which person initiated or caused the violation to
occur. If a person is involved then they have to ask a series of questions. Was it a
fraudulent activity perpetrated by a disgruntled insider? Did an unauthorized person
from outside the company gain access to an internal system? Was this a case of an
authorized person doing an activity that the general user population isn’t authorized
to do, for example an HR person sending tax identification numbers to an outside
benefits partner? Did a developer have an error in his programming that caused
sensitive information to be sent to
another application as part of the data
feed from one system to the next?

Because this information isn’t in the
native SIM solution, the IT security
person must take the time to track down
this information causing undue delays in
determining if this incident does indeed
pose a serious risk to the organization.

Take, for example, when a data loss
prevention (DLP) tool identifies to the
SIM system that credit card information
was found in an information packet
destined for a system that is outside the
domain of the organization and was
blocked. While the SIM system will
identify the date, time, type of violation,
destination IP address, source IP address, username and severity of violation, it doesn’t
tell who the person was that initiated the transaction or whether the person was
authorized to send out this type of information. By having access to the organization’s
IAM information, the SIM system has access to not only which user maps to the IP
address/ username in the incident report, but it can also determine from their role(s)
whether this was an authorized activity or not.

This means that IAM technologies take on a role as a feed to the SIM system.
They enhance and provide the information needed for the SIM system to provide
more complete information so incidents can be remediated quicker with higher
confidence factors. SIM technologies can also benefit IAM technologies by identify-
ing issues which may not be inherently obvious such as separation of duties (SoD)
violations—for example users who have access to information which they also
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Follow these steps to create a
successful security metrics program.
BY ANDREW JAQUITH, FORRESTER RESEARCH, INC.

SECURITY BUDGETS have proven to be more resistant to the recession than many areas of IT, but
they haven’t been completely recession-proof. Security spending, which rose like a rocket ship
with double-digit increases from 2002 through 2007, started to sputter about two years ago.
Organizations report that discretionary security projects have been delayed or “sent back to
the lab” for further evaluation. For 2010, Forrester Research expects that overall security budgets
will rise less than 5 percent over 2009—higher than in the previous year, but not by much.

The reluctance to increase security budgets places increased pressure on security managers
to justify their projects. Security, sadly, is one of those professions where victories are taken for
granted and go unnoticed, but failures are embarrassingly public. To the untrained eye, security
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