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EDITOR’S DESK

Game Changer?

BY MARCIA SAVAGE

The HITECH Act ups the ante for HIPAA enforcement, but will
it really lead to security improvements in the health care industry?

HEALTH CARE ORGANIZATIONS have had to comply with HIPAA’s security and privacy require-
ments for several years now, but compliance depended on who you talked to. Some companies
took the regulation very seriously and worked hard to secure protected health information
(PHI). For others, security was far down on the list of priorities, if on the list at all. But how
could you blame them? The requirements aren’t specific and there was little enforcement to
speak of.

The Health Information Technology for Economic and Clinical Health (HITECH)
Act, part of the American Recovery and Reinvestment Act, aims to change that that with its
increased penalties for HIPAA non-compliance and broader enforcement. But will it really be a
game changer and increase information security in the health care industry?

It’s critical that more health care organizations make an effort to protect sensitive health
information. A breach that exposes a patient’s confidential data could have serious and lasting
consequences. As Khalid Kark, vice president and principal analyst at Forrester Research points
out, health care records aren’t like credit cards, which can be cancelled and changed if they are
exposed in a breach. “Once health care information i i
is gone, it’s gone,” he says. And according to data F(]r Secu r|ty teams In health

from security-services firm SecureWorks, criminals

are increasingly targeting health care organizations Care 0 rga n Izatl 0 nsl H ITE C H ,S
(see “HIPAA Gets Some Teeth,” p. 35) increased penalties could help

For security teams in health care organizations,

HITITZCH’S incre.ased penalties coulc.l help win Wl n fU ndlng fOI' pI'OJECtS that
funding for projects that have languished due to have |angu|shed due tO thE

the lack of HIPAA enforcement. Kark says health

care organizations have lagged in security spending IaCk Of H I PAA e nfﬂ rceme nt
compared to other industries. The new legislation

isn’t exactly clear on how the federal government will audit compliance with HIPAA’s security
requirements, but it widens the number of enforcers by giving state attorney generals the ability
to file a federal civil action for harmful disclosures of protected health information.

Already, security managers in health care have a case to cite to their bosses: Connecticut
Attorney General Richard Blumenthal wasted no time in executing his new authority, suing
Health Net of Connecticut for alleged HIPAA violations due to a lost portable disk drive. It’s
not hard to imagine more lawsuits by attorney generals—including those wanting to curry
public favor for political purposes.

And while HIPAA only offered high-level security guidance, HITECH is specific, at least in
some areas. It doesn’t require encryption, but it’s very clear about what type of data encryption
processes are required to make PHI useless and unreadable to unauthorized people in order to
avoid notification requirements in the event of a breach. HITECH also requires business associates
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that handle protected health care information to comply with HIPAA, which could help
close up holes in patient record privacy and puts pressure on health care providers to verify
third-party security. In addition, the legislation imposes new disclosure rules for PHI.

But how realistic are all these provisions, especially for small health care providers that
may not have the security resources? Encryption is difficult for any enterprise, let alone a
small organization without the money, security skills or staffing to deploy and manage it.
Plus, the legislation doesn’t do much to clarify HIPAA’s security provisions, still leaving
much room for interpretation. Let’s hope HITECH doesn’t simply lead to a plethora of
security breach notifications that the public eventually becomes numb to.

At its heart, HITECH aims to encourage adoption of electronic health record technology
with lucrative incentives. Kark says HITECH makes it clear that if an organization expects
to receive incentives, its EHR implementations must be secure. However, for small organiza-
tions the incentives may not be enough to make the switch, he says: “The cost may be too
prohibitive for them.” Just trying to understand the voluminous federal requirements for
“meaningful use” of EHRs could be too daunting for some.

HITECH needs to force some real changes in the health care industry and not be more
well-intentioned but ultimately ineffective legislation.»

Marcia Savage is Editor of Information Security. Send comments on this column to
feedback@infosecuritymag.com.
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Endpoint
Protection

€

Just because you have desktop
antivirus and firewall doesn’t
mean you have comprehensive
endpoint protection. This fea-
ture will explain how to ensure
you are protecting all your
endpoints: desktops, mobile
devices and even USB drives.
In particular we’ll focus on the
pain created by smaller but
powerful endpoints that may
not even be sanctioned within
an organization and how to
deal with them.

C INFORMATION SECURITY March 2010
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Fraud
Prevention

Online banking fraud continues
to escalate, forcing financial
institutions to continually
improve their fraud detection
and prevention systems. This
feature will provide an
overview of the technology
available, look at the pros and
cons of the technology, and
help enterprise security man-
agers to evaluate fraud preven-
tion solutions. We'll also exam-
ine other types of technology
such as security information
management systems that

can help detect fraud.

Recovery
Strategies
E RO

== | J
Last year was tough for almost
all security departments as
businesses cut costs to weather

the recession. But with some
signs of an economic recovery,
what should security teams be
doing? This feature will look

at how security departments
handled the recession and what
they should be focusing on to
position themselves for an
economic recovery.

In every issue:

Information Security magazine is the insider’s
publication for security professionals. In every
issue, we tackle the trends and technologies
that most impact your day-to-day responsi-
bilities. We complement that coverage with
opinion from our editors, the industry’s lead-
ing practitioners and experts such as Bruce
Schneier and Marcus Ranum.
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Ignorance is Bliss -

Many organizations fail to build a comprehensive
intrusion detection architecture that uncovers
genuine threats. BY PAUL ROHMEYER

HOW WOULD YOU know if your organization has been breached? It’s actually a simple
question and the answer is often an assertion of some degree of incident detection
capability. However, as one CIO wryly told me during a network assessment, if he
chose to spend time and money building a detection architecture that actually worked,
it might somehow prove he has security problems. Unfortunately, I don’t think he was
entirely kidding.

Despite significant advances in detection technologies [http://searchsecurity.
techtarget.com/magazineFeature/0,296894,sid14_gci1354842_mem1,00.html], many
organizations are woefully behind the times with respect to building robust capabilities
to successfully identify genuine incidents. Detection is not simply a technical toolset
but a complex capability, one that . o .
ideally includes well-defined technical  [JeSpite significant advances in

and process domains, managed by

competent staff. Weakness in any one deteCtlon tEChnOIOQIES, many
domain severely diminishes detection Orgaﬂlzatlﬂns are Woefu”y

effectiveness.

Unfortunately, in many organizations, beh i N d th e ti mes With I'es p e Ct

detection is simply not viewed as a

strategi? s.e.curity c.apflbility. The result is tO bL”ldl“g I‘ObUSt CapabI|ItIBS
that activities are limited to deployment t 0 succes S.I:u | Iy | d entlfy

of signature-based network intrusion
detection system (IDS) sensors that genume Inmdents

track rather obvious simplistic and

typically non-threatening actions, such as port scans. It may be necessary to track
port scans to see who may be interested in mapping your asset landscape, but these
simple out-of-the-box IDS techniques are not examples of significant detective capa-
bilities for current threats. Moreover, many companies do not have sufficient analytical
capabilities to correlate data from multiple gathering points to detect broad attack
patterns or complex attacks, despite the wide availability of technologies aimed at
solving this very problem.

Some choose to outsource the management of technical detection devices. However,
many who do virtually ignore the data provided back to them by their service provider,
all the while proudly displaying their managed services contracts to regulators and
auditors, as supposed evidence of organizational detection capability. While such
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contracts seem to have satisfied many regulators and auditors, a proclamation of
compliance by an auditor should not be taken by the organization as evidence of
a functional capability.

Weak detection capability presents multiple problems. Obviously, such limitations
could result in organizations being victimized by network intruders for extended
periods, resulting in significant losses of information and perhaps impacting com-
puting resource availability. Another problem is the inability to conduct an ade-
quate forensic investigation after a breach is discovered. Sophisticated detection
technologies typically provide some mechanisms useful for capturing historical
data that could be beneficial in post-incident analysis; analysis results also may be
combined in the form of metrics to support the improvement of controls. Sparse
event data about incidents could also weaken civil and criminal cases the organiza-
tion may wish to pursue. Similarly, failure to develop a strong detective capacity
could potentially indicate management’s negligence in technology management
and therefore a failure to exercise appropriate “due care.”

The creation of effective detection capabilities requires development of a com-
prehensive architecture, including both technical and process components that
work to detect activities that may actually threaten organizational assets. This
includes not only technical architecture such as intrusion detection/prevention and
security information and event management systems [http://searchsecurity.techtar
get.com/magazineFeature/0,296894,sid14_gci1357841_mem1,00.html] but sup-
porting oversight activities as well. A technical toolset to detect threats to assets,
if allowed to be the sole emphasis of detection design efforts, is entirely irrelevant
in the absence of sufficient operational monitoring and response processes.

Periodic network penetration testing is sometimes misinterpreted as a valid test
of detection capabilities. Technical techniques for testing the effectiveness of a detec-
tion architecture such as pen testing are only effective in conjunction with close
correlation of response actions, which evaluates both success in technical detection
(does the IDS identify the test attack?) and appropriate defenses (did the owner of
the IDS notice the automated alert and, subsequently, did they react appropriately?).
One approach I have employed during security assessments is the use of test tech-
niques of successively increasing severity. In other words, we knock on a door with
increased strength and watch for (a) the moment when the knocking is noticed and
(b) the appropriateness of the response actions relative to the attack type. This sort
of testing supports evaluation of overall detection effectiveness.

Organizations face a clear choice in many realms of security that can be reduced
to one very basic concept: Is the goal of the effort to satisfy auditors or is it to actually
identify threats in progress in order to better protect information? Those that take
minimalist approaches, such as subscribing to low-quality managed detection services
without designing appropriate internal processes to act on the data are either kidding
themselves, their regulators, or both.»

Paul Rohmeyer is a faculty member in the graduate school at Stevens Institute of Technology.
He provides technology risk management guidance to firms in the financial services industry,
and previously held management positions in the financial services, telecommunications and
pharmaceutical industries. Send comments on this column to feedback@infosecuritymag.com.
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Balancing Tougher Authentication
with Customer Privacy
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EDITOR'S DESK Knowledge-based authentication helps catch
fraudsters, but could raise privacy concerns.
PERSPECTIVES BY ROBERT WESTERVELT
SCAN LONG, FRIGID WINTERS and tough regulations forbidding
utility companies from shutting off customers during
the cold winter months drove a Midwestern oil com-
SNAPSHOT pany to use knowledge- based authentication (KBA)
to root out fraudsters.
The company, which didn’t want to reveal its
identity, experienced a sudden influx of new customers just before the winter. Once
CAREERS it got a KBA system up and running, call center operators posed a series of multiple
choice questions to people seeking new accounts. Those who could answer the
questions verifying their identities were set up with service while fraudsters trying
SIMs AND IAM

to activate delinquent accounts under fake names were quickly rooted out.
“People with large unpaid bills were

trying to get their service turned back on Th 0Se Wh 0 cou |d answer

METRICS for the winter,” says Joram Borenstein, senior

product marketing manager in RSA’s identity th e q u ES“ ons ve r|fy| ng th e | §

and access assurance group; RSA, the security

HITECH division of EMC, provides the authentication IdB ntItIeS were Set Up Wlth
service. “While it’s tough to deny heat to Serv'ce Wh I|B frau dsters

someone, you can’t stay in business if people

SPONSOR are trying to defraud the system.” trymg to activate de”nquent

RESODRCES Dynamic knowledge-based authentica-

tion, t}}e technology that he}s given many daccou ntS un d er fa ke names
financial firms a way to verify customers were q 1 | C kly ro Oted 0 ut

before approving high-risk transactions,

is now being used by a broader number of

firms from e-commerce websites to hospitals and telecommunications companies.
As the technology hits primetime, it’s being used to verify more people and

firms using it for the first time quickly learn that some of the questions being

returned by KBA systems can be too probing. To eliminate false positives, those

behind the software algorithms used to create verification questions are trying to
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keep it sharp, tapping into an ever expanding number of data sources from credit
bureau information to house sale data. Ezzie Schaff thinks social networks are next
and that could rouse privacy advocates.

Schaff, vice president of risk management at online jeweler Ice.com, says he’s
been very cautious that his company’s 16 call center operators don’t turn away
customers by asking prying questions. Schaff says he’s conducted background
checks before hiring the operators, who use KBA when handling credit applications.
Extensive training is also held to ensure operators know when to ask a question and
when a question digs too deep into a customer’s privacy.

“With the advent of proxy servers and proxy IPs, it is getting easier and easier for
people to mask their ID and their location, so we have verify they are who they say
they are,” Schaff says. “At the same time, we don’t want to have upset customers. It’s
a fine balancing act.”

RSA acquired Verid in 2007, a technology that mines databases and uses a propri-
etary algorithm to come up with verification questions. RSA’s Borenstein says the
company is expanding its data sources; it recently added data from boat and airplane
sales and leasing databases. But he stopped short of saying data from social networks
would be mined next.

Social networks themselves don’t keep extensive records on account holders, but
Twitter, Facebook and LinkedIn work with third-party analytics vendors, such as
Omniture, (now part of Adobe Systems) DoubleClick., and Google Analytics—firms
that use browser cookies, which could be used to build a unique profile on a person.

A study released last summer by researchers at Worcester Polytechnic Institute
(WPI) and AT&T Labs found social networks inadvertently leaking user identi-
ties. The research worries privacy advocates who say the account numbers could
be coupled with browsing data and retained in databases. Peter Eckersley, a staff
technologist at the Electronic Frontier Foundation, says the study is an example of
the erosion of privacy and that most people don’t even know the extent to which
their Internet activity is being tracked.

Whether KBA technologies begin to filter in a person’s Internet activity by tapping
into the data held by third-party analytics firms, or somehow mining an individual’s
Internet presence on Twitter, Facebook and other websites, is yet to be seen. But RSA
competitor TriCipher also sees the future of authentication getting more personal.
Vatsal Sonecha, TriCipher vice president of business development and product man-
agement, says library or video rental records could offer valuable data to help verify
an individual’s identity. However, Sonecha says he has not seen “large-scale imple-
mentations go down that path.”

As knowledge-based questions get more personal, Mark Diodati, a senior analyst
at Burton Group, says merchants and other users of the technology must use private
data responsibly or risk facing a loss of trust with their customers. Diodati says call
center operators don’t have to use probing questions that may be too sensitive to the
customer; they can tap the KBA system for less sensitive questions.»

Robert Westervelt is the news editor of SearchSecurity.com. Send comments on this article to
feedback@infosecuritymag.com.
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SNAPSHOT

Continual Climb

THE COST OF a data breach increased for the fifth straight year, reaching $204 per com-
promised record in 2009, according to a recent study by the Ponemon Institute. The
research firm interviewed 45 companies, many which had suffered multiple breaches,
to compile its report. The cost includes lost business due to an incident, breach notifi-
cation expenses, legal costs, new technology investments and employee education.
—Information Security staff

ﬂh’reac cost, per compromised record:
= ._ﬁ.';'— b 4

2007-§1
2006-$182
2005-$138
"
42 percent of breaches in the were associated

with mistakes made by third-pérties such as vendors,
gontractors and consultants.

40 percent were associated with lost laptops and USB drives.

36 percent were caused by system errors
and account statement mix-ups.

24 percent were caused by malicious attacks.

If handled properly, companies will survive a
breach [but] there’s no excuse for not taking a
defense-in-depth approach toward security and
maintaining a secure environment. Just because
you will survive doesn’t mean you’ll want to go
through the pain or put your customers through
the aggravation of having a breach.

—-LARRY PONEMON, chairman and founder, Ponemon Institute

OVER-
HEARD
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INFOSEC LEADERS CAREER ADVICE

Develop an Effective

Information Security Gareer Plan
BY LEE KUSHNER AND MIKE MURRAY

Distinct work environments and skill requirements make
information security a complex career choice. A well
thought-out career plan helps you achieve your goal.

WE SPEND A great portion of our lives dedicating ourselves to our information security careers.
Few can argue that as a group, information security professionals are knowledgeable, passionate
and dedicated to our profession. Yet for the amount of time we spend working “in” our careers,

we spend proportionately less time working “on” our careers. As a result, we ignore the bigger

picture: planning our careers.

The importance of career planning encompasses many of life’s key components including
intellectual stimulation, personal satisfaction and financial reward. Spending time developing
a written career plan can provide you with an effective reference tool in your journey toward

career satisfaction and professional goal attainment.

A written career plan is your personal road map designed to assist you in getting from your
current information security position to your career destination. In its basic form it should
consist of a baseline (your current skills and experience), a long-term career goal, and an

understanding of the skill development and career
experiences necessary to receive consideration for
attaining your goal. The complexity of the informa-
tion security profession is the primary reason that
a career plan is necessary. The information security
profession offers distinct work environments and
skill specialties that provide information security
professionals with many career choices.
The development of our profession can be sum-
marized into four distinct employment segments:
+ those providing information security directly
to corporations;
+ those providing information security to the
government;
+ those providing information security
consulting services;
+ those who work for information security
product companies.

Since each of these specific entities have differ-
ent missions, skills do not transfer that easily. There
are many sKkill criteria that would enable someone
to succeed in one of these sectors, but could work

INFORMATION SECURITY March 2010

Information Security magazine’s mission is
to provide security professionals with the
strategic and technical vision around prod-
ucts and industry trends to help you do
your job better. Starting this month, we’re
also going to help you nurture your career
development. We've asked experts Lee
Kushner and Mike Murray, co-founders
of InfoSecLeaders.com, to contribute a
bi-monthly column focused on helping
you shape your skills to meet your career
objectives, all within context of what’s
happening within the security industry.
Their column starts this month with a
detailed look at the importance of develop-
ing a formal career plan, to serve as your
personal road map to follow as you strive
to achieve your long-term career objectives
and professional goals. We’re anxious for
your feedback, please send any comments
to feedback@infosecuritymag.com.


mailto:feedback@infosecuritymag.com
www.InfoSecLeaders.com

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CAREERS

SIMs AND IAM

METRICS

HITECH

SPONSOR
RESOURCES

against them in another. By taking time to plan your information security career, you can deter-
mine the work environments that align best with your career goals, personal characteristics, and
provide yourself with the most flexibility for personal career choices.

In addition to the diverse work environments, the information security profession is the
intersection of people, process, technology, and business. Any of these items would be difficult
to master, however information security professionals are expected to be competent in all of
them. Factor in differing industry regulations, evolving technologies, diverse personalities, and
distinct businesses and an information security professional is left with many choices on where
to focus their time and energy.

The development of a written career plan In addrtmn tO the d|ve N Work

should help an individual identify areas of per-

sonal interest and correlate these interests with e nVl Ffonme ntS, th e | nfﬂ 'm atl on
career choices that provide them with the best secu rlty pmeSSI on |S the mte (-

chance of achieving their long term career goals.

A career plan can also provide you with Sectmn Of people, process,

some guidelines for making career decisions and .

assessing specific career opportunities. As your te Ch no I Ogy, ai d bUS| ness.
information security career progresses, you will

be presented with a variety of different opportunities to either utilize your current skill or
develop new ones. Some of these positions can help accelerate your career progression while
others may cause you to detour. In many cases, the excitement caused by the introduction of a
new challenge or a new environment can cloud your judgment. When these opportunities arise,
you will have the ability to consult your career plan to determine how the framework of the
particular opportunity will help you address your “career gaps.” Filling a career gap by develop-
ing those technical, management, leadership or general business skills you need to learn to
accomplish a long-term goal will enhance your chances of reaching it.

Your career plan will enable you to think more clearly about the opportunity and its benefits,
and hopefully enable you to make a better informed decision about your future and position choice.
A career plan will enable you to figure out which specific information security skill you
need to develop and what experience you need to acquire. It is often easy to say “I want to
become a chief information security officer,” but it is another thing to fully understand the

skills and experience necessary to be considered for such a position.

When you develop your career plan and identify your goal, you will need to go through a
“career gap assessment.” A career gap assessment will begin with an honest assessment of your
current skills and experiences. This honest assessment should help you determine your personal
strengths and weaknesses.

After this personal assessment is complete, you should research which skills, education, and
experience would be required to achieve the position that you desire. Upon completion, you
should be left with an understanding of where you are currently and what kind of commitment,
sacrifice, and personal investment you would need to make in order to achieve your long-term
career goal.

At the end of this exercise, you will be able to determine your personal willingness to
attempt to achieve this goal. If you determine that you are unwilling to put in the necessary
work and professional development to achieve this goal, you should select another goal that
is better aligned with your personal level of commitment. Keep in mind that developing career
goals is easy, achieving them requires a great deal of hard work.

Taking the necessary time to plan your information security career can have a dramatic
impact on your professional happiness. Your career plan will serve as your personal “road map”
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to follow and should enable you to make rational career decisions that will accelerate your journey
towards accomplishing your long -term information security career goals.»

Lee Kushner is the president of L] Kushner and Associates, an information security recruitment firm,
and co-founder of InfoSecLeaders.com, an information security career content website.

Mike Murray has spent his entire career in information security and currently leads the delivery arm
of MAD Security. He is co-founder of InfoSecLeaders.com, where he writes and talks about the skills
and strategies for building a long-term career in information security.
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Joining security infurmation managemet with idtity
management ties policy violations and
vulnerabilities to user activity.

BY RANDALL GAMBY

TRADITIONALLY WITHIN COMPANIES, the IT security organization has mitigated risk through
its set of policies, procedures and technologies, while user access and authorization has been
controlled through the use of identity management processes and technologies managed by
the IT organization. By bringing these two functions together, organizations increase their
effectiveness to a level that is greater than the sum of the parts.

IT security departments have begun deploying security information management systems
(SIMs) within their organizations to monitor and report on information asset vulnerabilities.
SIMs focus on remediating risk through scanners placed throughout the organization to
gather data on information policy violations and then reporting on overall vulnerability to
defined risks using management scorecards. While becoming more and more effective, these
technologies act only as an early-warning radar system by recognizing when a large policy
violation activity has occurred—which is then followed by a triage process to verify and
remediate the problem.
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Also today most SIMs have been configured only to concentrate on identifying
incidences where sensitive information is attempting to leave the company’s domain
from authorized channels. While this reporting is important in any organization, ulti-
mately managers are looking to SIMs to provide more proactive management of asset
vulnerabilities and controls, rather than just reporting on incidents, to reduce fraudu-
lent activities. But this functionality will go unrealized until the human component of
security can be combined with the information views offered by today’s SIM tools.

As security managers look inside their organizations to find where useful user
authorization and role information can be found to be married with their SIMs’
data, they’re finding that the most complete information doesn’t come from the
traditional human resources (HR) systems, whose data is more functional in nature,
but from IT’s identity and access management (IAM) systems. These systems, unlike
the HR tools, are geared toward identifying the role or responsibility a person plays
within the organization in order to grant them proper access to the systems and
information they need in order to perform their duties.

In the past this access was granted through managing a series of entitlements,
coarse-grained access rights. But the current trend is to consolidate multiple entitle-
ments under a single role-based access and control (RBAC) definition for consistency
and manageability. For example, if all Web-development engineers need the same 20
entitlements to the same 10 systems to do their job, it is easier to consolidate all these
entitlements under a single RBAC object, such as “Web engineer” and assign or
remove their accounts using this single value in the account request used by their
provisioning process than managing 200 entitlements (20 entitlements x 10 systems).
By basing user identity and access on an RBAC model, IT processes for on-boarding,
changes and off-boarding user accounts become more timely, greatly simplified, and
made more effective.

LINKING SIM AND IAM REDUCES RISK

So how can these two disparate technologies work together to reduce risk to the
organization? SIM technologies are the central tool used by security managers to

| process |
Triage

IT security generally verifies and remediates a policy violation

discovered by a security information and event
management system in the following manner:

Asset Personnel Verify incident ldentify data/  Determine

vulnerability ~ mobilized to  and policy technologies  actionable

reported remediate affected affected tasks to
remediate
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recognize when a policy violation activity has occurred. However, in order to fix an
identified vulnerability, a triage process must be followed to verify and remediate
the problem. This typically requires an IT security person to delve deeper into the
information provided and determine the downstream effects of the activity (see
“Triage,” p. 21).

While this is process is usually effective, SIM tools deal with information and
systems, not people. Many times, the I'T security person assigned the remediation
activity doesn’t have access to the knowledge of whether a person was involved,
when they were involved, and which person initiated or caused the violation to
occur. If a person is involved then they have to ask a series of questions. Was it a
fraudulent activity perpetrated by a disgruntled insider? Did an unauthorized person
from outside the company gain access to an internal system? Was this a case of an
authorized person doing an activity that the general user population isn’t authorized
to do, for example an HR person sending tax identification numbers to an outside
benefits partner? Did a developer have an error in his programming that caused
sensitive information to be sent to
another application as part of the data
feed from one system to the next?

Because this information isn’t in the
native SIM solution, the IT security
person must take the time to track down
this information causing undue delays in
determining if this incident does indeed
pose a serious risk to the organization.

Take, for example, when a data loss
prevention (DLP) tool identifies to the
SIM system that credit card information
was found in an information packet
destined for a system that is outside the
domain of the organization and was
blocked. While the SIM system will
identify the date, time, type of violation,
destination IP address, source IP address, username and severity of violation, it doesn’t
tell who the person was that initiated the transaction or whether the person was
authorized to send out this type of information. By having access to the organization’s
IAM information, the SIM system has access to not only which user maps to the IP
address/ username in the incident report, but it can also determine from their role(s)
whether this was an authorized activity or not.

This means that IAM technologies take on a role as a feed to the SIM system.
They enhance and provide the information needed for the SIM system to provide
more complete information so incidents can be remediated quicker with higher
confidence factors. SIM technologies can also benefit IAM technologies by identify-
ing issues which may not be inherently obvious such as separation of duties (SoD)
violations—for example users who have access to information which they also
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administer—or flagging activities of a system administrator who manually bypasses
authorization controls on the system they manage.

What’s more, through their information channel monitoring capabilities, SIM
technologies can help organizations monitor what employees are doing, even when
applications move into the cloud. They can also give special attention to information
and activities being conducted by certain outsiders within the boundary of the
organization through these persons’ roles established by the IAM systems.

RECONFIGURE IAM TO WORK WITH SIMs

But in order to achieve the benefits explained above, a certain minimum level of
functionality must be deployed. As IT security personnel look at using RBAC and
IAM technologies to help in providing better controls over user compliance for
authorized access to information, they’re finding their current IAM deployments
aren’t configured properly to help address the threats and unauthorized exposure

of information that the SIM technologies are looking for. This means there are some
basic limiting factors that must be addressed before any work can be done in integrating
these two technologies to meet their needs.

¢ UNIQUENESS: One problem is the fact that no two companies are the same. That
means defining a set of user activities to watch, or information assets that must be
protected, monitored, reported on and controlled, will vary greatly, even within like
industries. Details around the size of the
organization, the corporate culture and
management style, physical location of
facilities, number/type of applications
and services, types of clients and cus-
tomers, regulatory compliance and
reporting requirements, third-party
partnerships, etc. can greatly influence
how IT security personnel manage asset
vulnerability reporting.

¢ AUTHORIZED ACCESS: While IAMs
prevent unauthorized users from access-
ing unauthorized systems, they generally have difficulties managing authorized users
using data in an unauthorized way. For instance, an account executive needs full
access to a company’s customer relationship management (CRM) application to
perform their duties. But detecting that this person has decided to leave the company
and is copying their client list to an outside source so they can take the list with them
when they leave is almost impossible to detect within the IAM tools.

* RBAC IS AN ART: RBAC projects are significant activities and companies are still
learning how to classify user responsibilities and roles. In many cases, RBAC projects
are working to extend this control mechanism across the enterprise. This means there
may still be large populations of users within an organization that are not being man-
aged by roles. In addition, knowledge workers, program managers and executives are
especially difficult to pigeonhole due to their ever-changing job responsibilities. If a
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SIM tool wishes to use RBAC objects in understanding user functions and responsi-
bilities, the variability of a person’s role must be understood to prevent false positives.

* REDUCED FUNCTIONALITY WHILE INTEGRATING: It has taken years to deploy, config-
ure and tune IAM and SIM tools to perform the complex functions they do today.
This means that in order to integrate these two technologies, great care must be
taken to ensure that any activity to integrate these two technologies doesn’t cause
them to lose some of their current capabilities while trying to enhance the security
of the organization.

* SCOPE OF COVERAGE: While IAM and SIM technologies are becoming an integral

1 Bank, 3 SIMs,
100,000 Nodes, 40 Million Events

Scale is a more pressing need than new
functionality for one financial services firm.

YOU’D BE HARD PRESSED to find a better proving ground for new functional-
ity in a security information and event management system such as identity
management than the Bank of New York Mellon.

The global financial services company’s uses three SIM products, including
one from ArcSight that monitors more than 100,000 nodes, including endpoints,
server infrastructure, NAC, DLP, antimalware and more. VP of global security
architecture Daniel Conroy says integration with [AM and other technologies
such as fraud monitoring are the way SIMs have to go. But those technologies,
identity management in particular, have to get their act together before it can  “[lerging with
Lo o _ - identity manage-

IAM’s challenges aren’t limited to integration and implementation issues .
because of the diversity of roles in any large organization, and the fluid nature ment is the way
of user permissions and access control. it has to go down”

“Merging with identity management is the way it has to go down,” Conroy ~DANIEL CONROY
says. “I'd like to see SIMs ultimately be more interactive with these [other]
tools, be more self-aware and for example, go to asset management systems and pull data from there versus
manually doing it. More plug and play out of the box.”

BONY Mellon is certainly a SIMs power user given its massive global infrastructure. Conroy says his com-
pany’s SIM handles upwards of 40 million daily events, a number he expects to triple soon as they begin
monitoring outbound connections as well.For now, Conroy wants to see his SIM chug along; scale and qual-
ity correlation, analysis and reporting taking precedence over new capabilities.

“You need it to scale to a certain number of events per second. With some products if it comes above a
certain number of events per second, it can crush the box and become a problem,” Conroy says. “Events per
second is what SIM comes down to. If you have analysts looking at data from 16 different products in one
console, there’s your ROI right there.’» ~MICHAEL S. MIMOSO
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part of any organization’s security and IT infrastructures, in most organizations they
are not deployed across the entire enterprise. Certain lines of business, geographic
locations, agencies, third-party partners and others may not have one, or both, of
these technologies deployed, or they may be deployed unequally, limiting their use
for these domains.

* ROLE VS. ACTIVITY: Just because the SIM technology detects an activity and uses
a RBAC role to determine if the user involved in this incident is authorized to per-
form the activity detected, in the case of an unauthorized activity, the SIM system
will not know how broad the user’s access is in determining the degree of the vulner-
ability and the exposure of risk to the organization. This causes IT personnel doing
remediation tasks to ask: Does the remediation need to include impeding the user
from performing additional activities that caused the incident by shutting off their
access? Or was this activity a single occurrence caused by not educating the user on
proper usage procedures?

While the list above outlines some of the main limiting factors in integrating SIM
and IAM technologies, the reality is as security and IT personnel meet to discuss the
merger of their respective domains, many other organization-specific issues are sure
to surface. Having good communications between these two groups is essential in
order to move forward in integrating these two technologies. Understanding and
fully documenting these limiting factors is also crucial as organizations move forward
integrating their SIM and IAM technologies.

ESTABLISH CONTROLS, FRAMEWORKS FOR SIM-IAM COMBO

Combining SIM and IAM provides the link needed to tie user access to data use and
exposure. While understanding any limiting factors is critical to the success of any
deployment, it’s not just a case of doing an integration project between the two but
understanding the role each plays in securing the organization and which functions
each provides as they begin to work
together. This process starts by under-
standing the level of risk IT security
management is willing to take and
understanding any potential asset vul-
nerabilities. No technology can fully
eliminate vulnerabilities and attacks.
This means management (commonly
referred to as Policy Management Authorities - PMAs) must establish the controls
and frameworks around how the technology tools will be used. The two most com-
mon standards that are followed are COSO (Committee of Sponsoring Organiza-
tions) and COBIT (Control Objectives for Information and Related Technologies)
standards for controls and frameworks. It’s imperative these controls be defined
before any additional work is done.

Once the controls are in place, IT security management and personnel must
establish areas of control around any identified risks or asset vulnerabilities (also
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known as Policy Decision Points - PDPs). This activity directs any tools to be used to
the areas of the organization that are most vulnerable, or which must be monitored
due to regulatory and other business requirements. As an organization’s monitoring
capabilities mature, the scope of monitoring can then be systematically expanded to
include other areas of the organization including subsidiaries, partners, suppliers
and software as a service (SaaS) cloud environments.

With the definition of the control mechanisms completed, an organization
can now execute its enforcement through policies and tools (also known as Policy
Enforcement Points - PEPs). SIM and IAM technologies fall within this realm. By
providing an integrated enforcement front, the organization can now monitor, detect,
and remediate incidents efficiently and have a more complete view of vulnerabilities
and attacks. In addition to integrating IAM information into the SIM systems to com-
bine human interactions with the information being monitored, scorecards and dash-
boards can be established to identify incidents as they occur as well as let IT security
management know how well the organi-
zation is protecting its most guarded
information. In addition, by bringing
these two technologies together, security
managers can now take on a proactive
stance to IT security by identifying that
not only is information safely flowing
through the right communications chan-
nels, but also that users are being proper-
ly authorized to access only the informa-
tion they’re entitled to see.

While SIM and IAM integration can
provide an organization with a more
complete view into their IT security effectiveness, there are many other security
mechanisms that will help complete the picture. A few of these include: good policies
and procedures, physical security services, HR employee background checks, appli-
cation rights management, and of course the diligence of the IT security personnel.
But just as the U.S. government is striving to bring together the information collected
from its various intelligence organizations to identify risks to the United States, inte-
grating an organization’s various control technologies, such as SIM and IAM, will
increase the security effectiveness of the organization against inside/outside attacks
and shore up previously unknown vulnerabilities.»

Randall Gamby is an enterprise security architect for a Fortune 500 insurance and finance
company who has worked in the security industry for more than 20 years. He specializes in
security/identity management strategies, methodologies and architectures. Send comments
on this article to feedback@infosecuritymag.com.
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Follow these steps to create a
HITECH successful security metrics program.

BY ANDREW JAQUITH, FORRESTER RESEARCH, ING.

SPONSOR
RESOURCES
— SECURITY BUDGETS have proven to be more resistant to the recession than many areas of IT, but
they haven’t been completely recession-proof. Security spending, which rose like a rocket ship
with double-digit increases from 2002 through 2007, started to sputter about two years ago.
Organizations report that discretionary security projects have been delayed or “sent back to
the lab” for further evaluation. For 2010, Forrester Research expects that overall security budgets
will rise less than 5 percent over 2009—higher than in the previous year, but not by much.

The reluctance to increase security budgets places increased pressure on security managers
to justify their projects. Security, sadly, is one of those professions where victories are taken for

granted and go unnoticed, but failures are embarrassingly public. To the untrained eye, security
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staff, technologies and processes cost a lot of money but produce little tangible output
on a day-to-day basis, other than a vaguely satisfied feeling that “nothing bad happened”
today. As a result, smart security managers, sensing sudden vulnerability in their budgets,
seek better ways to measure and prove the value of what they do every day.

But before plunging into a security metrics program, there are a number of issues to
keep in mind. We’ll look at some of the missteps that can lead to frustration and failure
and the ingredients for an effective program.

METRICS MISTAKES

Some enterprises, daunted by the challenge of “measuring nothing,” simply haven’t made
metrics a priority yet. Other organizations start ambitious security metrics programs but are
tripped up by three major pitfalls, especially in the early stages of program development:

* Try to boil the ocean. Faced with the pressure of not wanting to miss something
important, enterprises try to measure “everything” they can think of: every threat and
vulnerability class, dozens of operational metrics ranging from patching to spam to iden-
tity management, and multiple takes on how to quantify application risks and defects.

* Pick convenient metrics, rather than meaningful ones. Nearly every security product
enterprises own has some sort of reporting feature that generates numbers the vendor
deems important. It’s easy to use these as a starting point, and in some cases they make
good metrics. But most are just statistics that you can file in the “fun facts of the day”
folder. Your boss does not care how many spam e-mails your gateway blocked or the
number of “policy violations” your desktops have—whatever those are.

* Miss the forest for the trees. Good security metrics should have five qualities. Most
organizations know how to pick metrics that satisfy the first four qualities: namely, that
they are expressed as numbers, have one or more units of measure, are measured in a con-
sistent and objective way, and can be gathered cheaply. But only a few pick metrics that
satisfy the most important criterion: contextual relevance. That is, the metrics must help
someone—usually the boss—make a decision about an important security or business
issue. Too many organizations use metrics to erect Byzantine temples to “security-ness”
that measure the minutiae of what they understand rather than what the boss needs to
know. Failure to pass the “so-what” test makes a metric potentially interesting but not
insightful.

LESSONS LEARNED

The truth of the matter is that setting up a security metrics program is not easy. But it need
not be stressful either. Putting together a metrics program means having the right perspective.
Here are four lessons drawn from the experiences of enterprise security leaders:

* Clarity and context eases acceptance. The meanings of some security metrics are
very clear. It’s easy to understand what the metric “average time to patch a workstation”
means and how it might be derived; the units of measure are clearly expressed. The
meanings of the word “patch” and “workstation” need no explanation. But what about
an “application risk score” of 932 How much better is it compared to a score of, say 80?

In these cases, experienced program managers make a point of explaining how the scores
are derived. Their exhibits and dashboards clearly and succinctly explain what went into
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their less-obvious formulas, and how readers should interpret the results.

* Insights flow from comparisens. Yale Professor Edward Tufte wrote in his superb
book Envisioning Information, “If the numbers are boring, then you've got the wrong
numbers.” One of the best ways to gain real insights about the health of the security
program is to stop treating the organization as a monolith. When you slice security
metrics by business unit, division, manager or geography, revealing patterns always
pop out. Which of your divisions are stars, and which are “cowboys” or renegades? By
comparing different groups against each other, metrics that you are measuring become
a lot more interesting, and insights readily apparent.

* Less is more. In the computing and consumer electronics world, fans of Apple’s
products appreciate their minimalist, clean designs and streamlined user interfaces. What
makes Apple’s products special is not what the company puts in, but what it leaves out.
Similarly, New England Patriots coach Bill Belichick’s weekly game plans ask team mem-
bers to excel at just a few things. “If you do these three or four things, you will win,” he
tells his players. Successful security measurement programs work the same way. Many,
many factors go into making security organizations work well. But effective measurement
programs focus teams by restraining the number of measures they have to worry about.

* Balanced Scorecards keep everything in perspective. Nearly 20 years ago, Robert Kaplan
and David Norton of Harvard University developed a concept called the “Balanced Score-
card.” Invented as a better way to measure company performance, the Balanced Scorecard
sets up four complementary perspectives that are critical to predicting long-term success:
Financial, Customer, Internal Processes, and Learning and Growth. Adapted to security, the
Balanced Scorecard helps bridge the gap between information security and management.
Response to the Balanced Security Scoreboard concept in Forrester workshops has been
electric.

CREATING A BALANCED SECURITY SCORECARD

What goes into a security scorecard—“balanced” or otherwise? Because every organization
is different, the composition and number of metrics depend very much on the business
context and priorities of each company. That said, successful scorecards are concise, clear
and comprehensive. They don’t bore readers with their length or baffle them with mystery
terms. And they include enough key performance indicators so that the totality of the
security program’s activities is covered. When starting a security measurement program,
an organization should:

* Take cues from management. The security organization, and the senior management
team it reports to, has a set of principles that shapes what the security program does and
the impulses it responds to. These principles might be concerned with protecting infor-
mation: “Be a good custodian of our patient’s medical records” or “Protect our innova-
tions no matter what.” It might be concerned with reputation (“just keep our company
out of the papers”), service excellence or cost control. These principles influence which
metrics to select for the Financial and Customer perspectives in particular. Anticipating
what hot-button issues the management team responds is key.

* Pick a small number of metrics for each perspective. The four perspectives of the
Balanced Scorecard enforce an ordering principle on the composition of the metrics you
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DASHBOARD

The Balanced Security Scorecard

Sample metrics for each perspective

Internal Process perspective
* Average time to patch workstations

Financial perspective
* (Cost to secure workstations, per host
* Security assessment costs * Percentage of endpoints without any
* Costs to secure revenue-generating severe vulnerabilities
systems * Cycle times to deprovision users
* Cost of compliance activities * Average time to fix critical
vulnerabilities, by system type
* Cost of critical data leak incidents,
per incident

Customer perspective

Learning and Growth perspective
* Number of reportable privacy breaches * Number of security architecture

* Audit items that are customer or consultations by business units
partner related * Percentage of users with weak

* Regulatory audits completed passwords
per period * Average time elapsed since last
security class, by user or group

select for your dashboard. You can’t be “over-weighted” in the Internal Process perspective
because it means you skimp on Learning and Growth. But at the same time, too many
metrics overall make the scorecard too difficult to comprehend. What works best is to
have three or four metrics for each of the four perspectives. Figure 1 shows a sample of
the kinds of metrics a security manager might want to use.

* Mix perennials and seasonal metrics. Building a metrics program is like tending a
garden: To keep it fresh and interesting, seed it with a base of metrics that you can always
rely on (the perennials), but sprinkle in additional metrics for short periods of time.
“Perennial” metrics should reflect the long-term managerial priorities for the security
organization, such as keeping tabs on staffing levels, tracking compliance with bench-
marks, and monitoring risk assessment scores. “Seasonal” metrics should be added to
shine a spotlight on operational areas that need near-term improvement, such as data
leakage, application security or abuse of social media.

* Use sunshine to create peer pressure. As mentioned earlier, slicing and dicing metrics
by business units or geographies is a terrific way to make the data more interesting. But it
has another side effect: When you share data on a cross-section basis, you create a subtle
form of peer pressure that motivates the laggards to perform more like the leaders.
Nobody wants to be in last place. One company several years ago made a game of it: Each
manager received a T-shirt with his or her application vulnerability score printed on it.
You can imagine the fun at the meeting as managers introduced themselves by their
numbers instead of their names (“Hi, I am ‘53”. What’s your score?”) to break the ice.
Then they swapped lessons learned about why they had scored comparatively well or
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poorly. Now in truth, a T-shirted “sunshine policy” may not be appropriate for every
organization. The key, though, is to share cross-sectional performance information in
a judicious and non-judgmental way.

GET GOING

If you don’t have a metrics program already, setting one up from scratch might seem
hard to imagine, and even harder to implement. But measurement is a lot like physical
fitness. While visible progress won’t be instant, there is no excuse preventing you from
starting today. Start by figuring out what data sources you have, what your team (and
bosses) value, and what the scorecard ought to look like when you are done. Use the
Balanced Scorecard as an organizing principle. There is no time like the present and
the payoff will be invaluable.»

Andrew Jaquith is a senior analyst at Forrester Research covering client and data security. He is the
author of Security Metrics: Replacing Fear, Uncertainty and Doubt. Send comments on this article
to feedback@infosecuritymag.com.
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= GETS SOME TEETH

SIMs AND 1AM The HITECH Act expands on HIPAA’s security requirements
and increases penalties for non-compliance. s marcin savace

METRICS
HITECH THE HEALTH CARE INDUSTRY was buzzing with the news: For the first
time, a hospital was being audited for compliance with HIPAA secu-
rity requirements. The audit of Piedmont Hospital [http://searchse-
SPONSOR curity.techtarget.com/news/article/0,289142,sid14_gci1268985,00.
RESOURCES html] in Atlanta by the U.S. Department of Health and Human Services’

inspector general in 2007 was surprising for hospitals, health insurers
and others in an industry accustomed to a lack of enforcement of federal
privacy and security requirements.

A year later, HHS took another unusual step, meting out a $100,000 fine to Seattle-
based Providence Health & Services [http://itknowledgeexchange.techtarget.com/
security-bytes/hipaa-violations-cost-seattle-health-care-provider/] for HIPAA security
and privacy violations. The organization had lost backup tapes, optical disks and
laptops containing unencrypted protected health information on more than
360,000 patients.

@ INFORMATION SECURITY March 2010



http://itknowledgeexchange.techtarget.com/security-bytes/hipaa-violations-cost-seattle-health-care-provider/
http://itknowledgeexchange.techtarget.com/security-bytes/hipaa-violations-cost-seattle-health-care-provider/
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1268985,00.html
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1268985,00.html
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1268985,00.html

TABLE OF CONTENTS

EDITOR’S DESK

But those enforcement actions could be small potatoes compared to what’s
ahead. The Health Information Technology for Economic and Clinical Health
(HITECH) Act, part of the American Recovery and Reinvestment Act signed into
law last year, earmarks about $19 billion in incentives to encourage adoption of
electronic health record technology but also expands on HIPAAs security and privacy
requirements. In addition to instituting new breach notification rules and extending
the rules to health care business associates, HITECH implements a new tiered system
that increases civil monetary penalties for noncompliance and also allows state
attorney generals to file civil actions for HIPAA violations.

“HITECH is perceived as the enforcement arm of HIPAA,” says Barry Runyon,
research vice president covering health care IT at Gartner. “The stakes are higher and
more people can enforce it.

“What it’s done has kind of jump-started HIPAA. Health care delivery organiza-

PERSPECTIVES tions’ programs languished for a while,” he adds. “When there’s no enforcement,
people tend to get complacent. HITECH is making them revisit their security plans
and look at their controls—essentially what they should have been doing.”
SCAN Let’s take a look at the ramifications of the HITECH Act on security and privacy
in the health care industry and its impact so far.
SNAPSHOT HIPAA: UNEVEN COMPLIANCE

For years, organizations that had to comply with HIPAA were
frustrated not only by the lack of enforcement but the lack of

CAREERS specifics in the federal law’s requirements for protecting elec-
tronic personally identifiable health information. The Health
Insurance Portability and Accountability Act [http://www.hhs.

SIMs AND IAM gov/ocr/privacy/] was enacted in 1996; health care providers, i 2

health plans, clearinghouses and other covered entities were y &
required to comply with the law’s privacy rule in 2003 and “

METRICS with the HIPAA seycurity rule in 2005. ’ HIPAA security

“HIPAA security [compliance] is all over the map. The [Cﬂmp“anﬂe] is all

security rule is just too open to interpretation,” says Bryan over the map. The

HITECH Cline, director of information security at Newtown Square, . .
Pa.-based Catholic Health East. Secunty rule is JUSt too

Some organizations do the bare minimum to comply open 1o interpretation,’ :
Hggus“ggs while some take a mature, risk-based approach to informa- _BRYAN CLINE, director of information

tion security and devote enough resources and training to
have a strong program, he says.

Historically, the health care industry hasn’t spent as much as other industries on
security, says Khalid Kark, vice president and principal analyst at Forrester Research.
“There’s always this tension: Do you want to improve service and how you treat people,

security, Catholic Health East

or would you rather spend that money on security?”

A survey of 196 health care IT and security professionals [http://searchsecurity.
techtarget.com/news/article/0,289142,sid14_gci1373822,00.html] by the Chicago-
based nonprofit Healthcare Information and Management Systems Society (HIMSS)
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released last fall showed that security accounts for three
percent or less of overall IT spending in a majority of health

care organizations.

Even if HIPAA wasn’t ambiguous, it had “no teeth or ‘ :
enforcement,” says David Finn, health IT officer at Symantec
and former CIO at Texas Children’s Hospital. “The fines Even if HIPAA wasn'’t
weren’t significant enough to raise the risk management flag ) \ “
for a lot of institutions.” HITECH removes a lot of ambiguity 3mb|gU0US, it had “no

with its breach notification rules and increased penalties, teeth or enfgrcement_”
he says.

BREACH NOTIFICATION

Under rules released last August by HHS [http://www.hhs.gov/ocr/privacy/hipaa/
administrative/breachnotificationrule/index.html], an organization with a breach

~DAVID FINN, health IT officer, Symantec,
and former Cl0, Texas Children’s Hospital

involving unsecured protected health information (PHI) must notify the affected
individuals. The notifications must be provided no later than 60 days following the
discovery of a breach and must include a description of the breach and what the
organization is doing to investigate it, among other details. If more than 500 individ-
uals are affected, then the organization must notify major media outlets in affected
states and HHS; HHS will list the breaches and the entities involved on its website.

“That’s not something any hospital wants to do,” Finn says of the media notification.

Organizations need to have a process to assess whether there’s been a security
breach that requires notification, says Kathryn Coburn, founder of Pacific Palisades,
Calif.-based Coburn IT Law, which focuses on health care IT. The security or privacy
of protected health information is deemed to be compromised only if the disclosure
poses a significant risk of harm to the individual, she says.

The process requires a risk assessment that considers the amount of data lost and
potential exposure of that data to determine whether notification is required, says
Joseph Granneman, CTO/CSO of Rockford Health System in Rockford, Il.

“If a folder of information is left at a restaurant and someone returns it to you,
there may not be much risk for that patient information. Whether you consider this
a breach or not will be based on what the information was,” he says. “If it was just a
listing of names without other financial/medical identification, it may not be consid-
ered a breach because there is little risk to the patient.”

Notification isn’t required if the PHI is unreadable or indecipherable through
encryption according to National Institute of Standards and Technology (NIST)
standards [http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotification
rule/brguidance.html]. Paper records must be shredded so the PHI can’t be recon-
structed, and electronic media purged or destroyed per NIST guidelines.

Many health care organizations are looking closely at encryption and need to
assess the appropriate levels of encryption for their systems, says Beau Woods, solu-
tions architect for SecureWorks, an Atlanta-based security-services firm. “Some of
the older software doesn’t allow you to encrypt to a standard that is compliant with
HITECH,” he notes.
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HIGHER PENALTIES

HITECH ups the ante on enforcement and penalties for HIPAA violations in several
ways. The new law provides a tiered system of civil monetary penalties based on the
level of knowledge of the non-compliant organization (from knowing to willful
neglect), and corrective actions taken, says Lisa Gallagher, senior director of privacy
and security at HIMSS.

TABLE OF CONTENTS For example, if a violation was due to reasonable cause and not willful neglect,
the penalty is $1,000 for each violation. But if the violation was due to willful neglect

and not corrected, the penalty is $50,000 per violation with a maximum fine of $1.5

TOOLS

HITRUST Framework aims
to bridge the compliance gap

Tool updated to reflect new HITECH requirements.

EDITOR’S DESK

PERSPECTIVES

SNAPSHOT
HEALTH CARE ORGANIZATIONS looking for some help in meeting HIPAA and HITECH security require-

ments might want to check out the Health Information Trust Alliance (HITRUST) Common Security
CAREERS Framework.

Frisco, Texas-based HITRUST, in collaboration with health care, IT and professional services execu-
tives, introduced the CSF last year. The CSF, designed to be used by any organization that stores or
SIMs AND IAM exchanges personal health or financial information, incorporates security requirements from HIPAA and
HITECH as well as other standards and frameworks, including the Payment Card Industry Data Security
Standard, NIST and COBIT.

METRICS HITRUST released the 2010 version of the CSF last month with updated references to HITECH and
improvements based on industry feedback. The CSF is available free of charge at HITRUST Central
[https:/ /www.hitrustcentral.net/].

HITECH Daniel Nutkis, HITRUST CEO, says HITRUST has worked to reach out and educate organizations on
risk management and how the CSF can help. Tracking the level of adoption is difficult, but HITRUST is
working with about 30 states on their use of the CSF, he says. Under HITECH, states’ health information
SPONSOR exchanges and the organizations that connect to them must be secure.

RESOURCES Khalid Kark, vice president and principal analyst at Forrester Research, says the CSF fills a void in
the health care industry and that adoption of it by states could have a huge impact on its acceptance.

HITRUST also offers the CSF Assurance program, which the company says can help streamline the
process of security assessments for health care organizations and their business associates. The pro-
gram, which has authorized CSF assessors, aims to provide a consistent approach to assessing and
reporting compliance to multiple parties.

The HITRUST CSF “indicates there’s a focus on security in our industry that didn't exist in the past,”
says David Finn, health T officer at Symantec and former CI0 at Texas Children’s Hospital. »

~MARCIA SAVAGE
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million for all such violations in a calendar year. Previously, the civil penalties for
HIPAA security and privacy violations set a maximum civil fine of $100 per violation
and up to $25,000 for all violations of an identical requirement during a calendar
year, according to Gallagher.

HIPAA also provided for criminal penalties of fines of up to $250,000 and up to
10 years in prison for disclosing or obtaining health information with the intention
of selling it for commercial or personal gain, or for malicious purposes. Previously,
the U.S. Justice Department ruled that a covered entity could be criminally liable for
HIPAA violations, not individuals, but HITECH makes it clear that individuals—
hospital employees or others—can be held liable, Gallagher says.

“There are some real teeth in there,” Symantec’s Finn says.

In addition, the new law broadens the number of potential HIPAA enforcers. It
allows state attorney generals to file a federal civil action on behalf of residents of
their states who they believe were adversely affected by a HIPAA violation, Gallagher
says. Already, one such lawsuit has been filed: In January, Connecticut Attorney Gen-
eral Richard Blumenthal sued Health Net of Connecticut [http://www.ct.gov/ag/cwp/
view.asp?Q=453916&A=3869], alleging the company violated HIPAA when it lost a
portable disk drive containing health and financial information of about 446,000
enrollees last May.

PRIVACY

New disclosure rules

Organizations will need to provide three-year
histories of disclosures of protected health data.

AMONG THE Health Information Technology for Economic and Clinical Health (HITECH) Act’s expanded
privacy requirements are new rules for disclosure of protected health information (PHI).

Organizations using electronic health record (EHR) technology must be able to provide a patient
with a three-year history of PHI disclosures, including disclosures previously considered exempt, such
as those for treatment like lab work, and those made for payment purposes.

“That will require logging of all those disclosures and creation of a process to prepare a disclo-
sures list,” says Lisa Gallagher, senior director of privacy and security at the Healthcare Information and
Management Systems Society (HIMSS).

“The volume of audit logging that is going to is kind of mind numbing,” says David Finn, health IT
officer at Symantec and former CI0 at Texas Children’s Hospital. “No human could comb through all
that, so at some point it has to be automated.’

Also, if a company keeps a patient’s data in electronic format, it must provide an electronic copy if
the patient requests one. “You can’t just print something on paper,” Gallagher says.
Federal guidance on accounting of disclosures is expected June 30.»
—MARCIA SAVAGE
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“There’s a bigger army coming after you now,” Finn says of the new state-level
authority to enforce HIPAA.

Having enforcement at the state level increases the chances that a health care orga-
nization’s HIPAA compliance might be examined, which could help bolster a security
department’s ability to win funding, says Jeff Pentz, assistant director of information
technology of the University Health Center at the University of Georgia.

“More teeth, more money,” he says. “Going to your administrator with details of
the HITECH Act may help to get more funds for security or at least reduce the amount
that might be cut for security.”

HITECH also requires the HHS secretary to provide for periodic audits to ensure
covered entities and their business associates comply with HIPAA’s security provisions.

THIRD-PARTY SECURITY

Perhaps one of the most far-ranging changes HITECH makes is in its extension of
HIPAA’s provisions to business associates. Effective Feb. 17, companies that provide
services such as claims processing and billing and handle personal health information
for health care providers are directly covered by the HIPAA security rule.

“The biggest impact the HITECH Act will have on health care companies are the

THREATS

Study reveals increased
attacks on health care

SecureWorks detected doubling of attacks
targeting its health care clients last year.

CYBER ATTACKS targeting health care organizations doubled in the fourth quarter of last year, accord-
ing to a data compiled by Atlanta-based SecureWorks.

The company’s findings were based on a 12-month study of 38 of its health care clients using the
SecureWorks’ Managed Intrusion Detection and Prevention service. Attempted attacks increased from
an average of 6,500 per health care customer per day in the first nine months of 2009 to an average of
13,400 per client per day. In other industries, attempted attacks did not increase in the fourth quarter.

From October through December 2009, SecureWorks blocked hundreds of SQL injection and
Butterfly/Mariposa bot malware attacks launched at its health care clients, according to Hunter King,
SecureWorks security researcher.

Criminals can use SQL injection attacks and the Butterfly/Mariposa malware, which SecureWorks
says surfaced last fall, to steal sensitive data. Health care companies often store valuable data and have
a large attack surface because of the nature of their business, making them targets for cybercriminals,

the company says.»
~MARCIA SAVAGE
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requirements on third-party security,” Kark says. That’s a challenge, even for companies
with mature security programs in other sectors, he adds.

For CIGNA, the expanded requirements for business associates cuts both ways.
The health insurer is both a covered entity that works with vendors that handle
protected health information and a business associate in cases where it operates as
a third-party administrator for clients who fully insure their workforce.

“We are now looking at not just being a covered entity but also a business associate
under those enhanced provisions,” says Georgia Dodds Foley, chief compliance,
ethics and privacy officer at CIGNA.”We want to make sure with both of those hats
that we’re doing what we need to do to evaluate our current processes, programs,
and documentation.”

That’s meant verifying all its business associates, making sure any necessary con-
tractual amendments are made or additional oversight is added. It’s also meant dealing
with a lot of contract amendments from clients for whom it is a business associate,
which is administratively complicated, Dodds Foley says.

Despite the complications, the entire industry is dealing with them at the same
time and “there’s a certain amount of collegiality and [sense of ] community going
through the compliance efforts,” she adds.

However, Gallagher of HIMSS says many health care business associates aren’t
aware of their HITECH obligations. A survey by HIMSS Analytics, a HIMSS sub-
sidiary, last fall showed that while many health providers are aware of the new
requirements, few business associates are.

ELECTRONIC HEALTH RECORDS

Many health care providers, of course, are focused on HITECH’s incentives for
“meaningful use” of EHR technology. Some companies have calculated that the
combination of federal reimbursements and efficiencies gained in switching to elec-
tronic health records would mean a big return on investment, Forrester’s Kark said.

In late December, the Centers for Medicare & Medicaid Services (CMS) released
proposed provisions for meaningful use of EHR technology [http://edocket.access.
gpo.gov/2010/E9-31217.htm] and the Office of the National Coordinator for Health
Information Technology (ONC) released an interim final rule [http://edocket.access.
gpo.gov/2010/E9-31216.htm] that specifies standards and certification criteria for
EHR technology. While ONC’s document includes a baseline of security controls
such as encryption and authentication, the meaningful use document only cites
the need for a security risk assessment, which is what HIPAA requires, Gallagher
says.

Catholic Health East is working to fully understand the meaningful use criteria
before conducting a gap analysis, Cline says. “Probably every hospital in the country is
doing this but apparently working in a silo,” he says, adding that industry-wide collab-
oration would be helpful.

CIGNA’s operations include some health care delivery facilities, which are ready
to do what is known to be required for EHRs at this point, Dodds Foley says. But like
other health care organizations, it’s waiting for additional federal guidance on EHR
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standards for other types of providers, like pharmacies, which likely won’t be
released until later this year. The company has project plans and has done some
high-level gap assessment work, but has no choice but to take a wait and see
approach in that area, she says.

FIRST STEPS

The federal schedule for incentives is accelerated, but compliance with HITECH will
be a long-term process, Kark says. In building out compliance programs, organizations
should focus on process rather than technology, he says.

“Don’t lead with technology,” Kark says. “Build a program and use technology to
augment it.”

Gallagher says meeting HITECHs security requirements require a lot of work
and organizations will be preoccupied with establishing meaningful use of EHRs,
which involves extensive requirements for quality and efficient health care delivery.
But the basic requirement for a security risk assessment is something that companies
should have already been doing under HIPAA, she says.

“That’s a process that needs to be institutionalized. It’s something an organization
should be doing on a regular, continual basis,” she adds.

According to Coburn of Coburn IT Law, other steps organizations should take
to comply with HITECH’s security and privacy requirements include: documenting
security policies and procedures; workforce training on the procedures; implementing
physical safeguards; and restricting disclosures of protected health information to
the minimum necessary information.

Faced with either budget or human resource constraints, health care organizations
need to realize they can’t meet every one of HITECH’s security requirements all at
once, Symantec’s Finn says: “You're going to have to prioritize based on level of risk.”

Overall, HITECH escalates the importance of security and privacy in the health
care industry, he says. “It’s no longer just the CIO’s problem.”»

Marcia Savage is Editor of Information Security. Send comments on this article to
feedback@infosecuritymag.com.
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