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Section One — Plan Body

1.1 Introduction

General information

This manual was developed for , herein referred to as , and it is classified as the
confidential property of that entity. Due to the sensitive nature of the information contained herein, this manual is available only to those
persons who have been designated as members of one or more incident management teams, or who otherwise play a direct role in the
incident response and recovery processes.

Unless otherwise instructed, each plan recipient will receive and maintain two copies of the plan, stored as follows:

e One copy at the plan recipient's office
e One copy at the plan recipient's home

For additional copies, contact

The following teams will appear throughout this plan:

e Threat Assessment Center
e Regional Incident Management Team
e Damage Assessment Team
e Local Incident Management Team
The incident management planning effort for recognizes and affirms the importance of people, processes, and

technology to the corporation.

It is the responsibility of each manager and employee to safeguard and keep confidential all corporate assets.
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1.2 Incident response plan overview
Overview and objectives

This incident management plan establishes the recommended organization, actions, and procedures needed to
= Recognize and respond to an incident;
= Assess the situation quickly and effectively;
= Notify the appropriate individuals and organizations about the incident;
= QOrganize the company’s response activities, including activating a command center;
= Escalate the company’s response efforts based on the severity of the incident; and
= Support the business recovery efforts being made in the aftermath of the incident.

Existing incident management plans should conform to the Incident Management Policy statement found in Section 6.2 of the
Appendix.

This plan is designed to minimize operational and financial impacts of such a disaster, and will be activated when a local Incident
Manager (or, in his/her absence, one of his/her alternates) determines that a disaster has occurred.

Specific details on incident response and subsequent business recovery actions and activities are included within the respective local
recovery team plans.

1.3 Scope

This incident management plan includes initial actions and procedures to respond to events that could impact critical business activities
at . This plan is designed to minimize the operational and
financial impacts of disasters.

The Incident Response Plan is designed to provide an initial response to any unplanned business

interruption, such as a loss of utility service or an avian influenza outbreak, or a catastrophic event such as a major fire or flood. This
document defines the requirements, strategies and proposed actions needed to respond to such an event.
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1.4  Exclusions
This plan specifically excludes the following from its scope:
e Facilities not located at the

1.5 Planning scenarios

This plan was developed to respond to an incident that could render the out of service or inaccessible. In
addition, it is designed to respond to situations other than the above scenarios, e.g., an avian flu outbreak. The plan is designed to
respond to scenarios such as the following:

1. No access to buildings or floors at the specific location

2. Loss of data communications and the network infrastructure
3. Loss of technology

4. Loss of professional staff (e.g., via a flu outbreak)

15.1 Limited or no access to the building
Any incident that renders the either totally inaccessible/unusable or partially accessible to
the tenants

This scenario could produce one or more of the following impacts:

¢ Loss of the business facility or the facility is rendered inaccessible

e Loss of access to selected work space areas, such as building floors affected by a localized event, e.g., a fire
¢ New equipment/facilities must be acquired

e Incident management and recovery actions must be implemented

e Event causes business interruption or closing

1.5.2 Loss of data communications, e.g., WAN, routers

Any incident that disables or destroys the WAN router infrastructure and its communication capabilities located at
, With a potentially disruptive effect on business operations.

This scenario could produce one or more of the following impacts:
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e Loss of access to the WAN
¢ Loss of access to the Internet and intranet
e Incident is declared and incident recovery actions are implemented

e Use of recovery strategies, commercial hot site, reciprocal agreements, and manual operations as a temporary measure
e Business shutdown
e Need for new facilities/equipment

1.5.3 Loss of technology, e.g., computer room, network services

Any incident that disables or destroys the entire computer room facility or its processing capacity located at
with a potentially disruptive effect on business operations.

This scenario could produce one or more of the following impacts:

Loss of use of the computer room facility

Loss of voice/data communications services

Incident is declared and incident recovery actions are implemented

Use of recovery strategies, commercial hot site, reciprocal agreements, and manual operations as a temporary measure
Business shutdown

Need for new facilities/equipment

154 Loss of people, e.g., illness, death

Any incident that disables or renders the professional staff at unable to perform normal business
functions, with a commensurate negative effect on business operations.

This scenario could produce one or more of the following impacts:

No impact to building access or technology infrastructure

Insufficient professional staff to perform minimal business operations
Lack of suitably cross-trained staff

Business shutdown

Need for temporary staff
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1.6 Recovery objectives

This incident management plan has been developed to meet the following objectives:

1.

2.

Provide an organized and consolidated approach to managing initial response and recovery activities following an unplanned
incident or business interruption, avoiding confusion and reducing exposure to error.

Provide prompt and appropriate response to unplanned incidents, thereby reducing the impacts resulting from short-term
business interruptions.

Notify appropriate management, operational staff and their families, customers, and public sector organizations of the
incident.

Recover essential business operations in a timely manner, increasing the ability of the company to recover from a damaging
loss at

1.7 Assumptions

This plan has been developed and is to be maintained on the basis of the following assumptions:

= A complete interruption of the office and associated facilities has occurred, and there is no
access to the office, critical equipment or business data.
= A partial or total loss of professional staff at has occurred

due to employee illness resulting from a disaster, whether natural or man-made, including avian flu or a similar outbreak, and
only a limited number of healthy employees are available to continue normal business operations.

= Recovery from anything less than complete interruption will be achieved by using appropriate portions of this plan.

= Sufficient staff with adequate knowledge will be available to facilitate recovery.
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3.5

Tertiary assembly area

Name
Address
Address
City/State/Zip
Phone/Fax
Email

Escalation process (emergencies only)

The process for escalating an incident at is as follows:

Step 1: Follow local established emergency escalation and life/safety protocols. If these are not available, the first
employee to become aware of an incident should immediately report it to local management, who will escalate the
information to the local Incident Management Team Leader or his/her designated

alternate

Step 2: Follow local established emergency escalation and life/safety protocols. If these are not available, the Damage
Assessment Team should conduct an assessment of the situation. If the severity of the incident warrants, the IMT
Leader or point of contact will inform the Regional Incident Manager, Threat Assessment Center, Business Continuity
Management and management of the situation.

Step 3: Follow local established emergency escalation and life/safety protocols. If these are not available, based on the results
of the local IMT assessment, and if the severity of the incident warrants, the Regional Incident Manager will coordinate with
Regional Incident Management Team executives on the situation as soon as feasible by phone, email, teleconference or
MessageOne.

Step 4: Follow local established emergency escalation and life/safety protocols. If these are not available, based on the results
of the TAC assessment, and if the severity of the incident warrants, the TAC will notify designated senior management as
deemed necessary to manage the situation; this can be done by phone, email, teleconference or MessageOne.

Step 5: Continue to follow local established emergency escalation and life/safety protocols. If these are not available, based on
the results of local, regional and TAC discussions (via conference bridge and/or MessageOne technology), a decision will be
made on declaring a disaster:
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Section Four — Incident response checklists

4.1 Key personnel contact list

Incident Management Team

Last name First name

Title

Department/Location

Work phone

Home phone

Alternate phone

Pager/Cell phone
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Executive Management Team

Last name

First name

Title

Department/Location

Work phone

Home phone

Alternate phone

Pager/Cell phone
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Planning Section

Last name First name Title Department/Location Work phone Home phone Alternate phone | Pager/Cell phone
Operations Section
Last name First name Title Department/Location Work phone Home phone Alternate phone | Pager/Cell phone

All Rights Reserved, 2019, TechTarget




Logistics Section

Last name First name Title Department/Location Work phone Home phone Alternate phone | Pager/Cell phone
Finance / Administration Section
Last name First name Title Department/Location Work phone Home phone Alternate phone | Pager/Cell phone
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4.2 Key vendor contact list

Vendor name

Last name

First name

Title

Office phone

Cell phone

Fax number
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