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Secure OWA (Outlook Web Access)

Add a Certificate and
Use HTTPS://

OWA Default

Integrated Login Eg.gﬁfgﬁkWeb Access

Provided by Microsoft Exchange Server 2003
Forms Based
Authentication User name: |

LipmE
U

) Password: |
[ ]
KI OSk Client (what's this?)
* Roaming Users & Premium
™ Basic
¢ Tl med LOQOUt Security (what's this?)

¥ Public or shared camputer

OWA " Private computer
Ad m I n I St ra tl 0 n TO 0 I To protect ywour account From unauthorized access, Outlook Web Access automatically closes iks connection Eo

vour mailbox after a period of inactivity, IF your session ends, refresh vour browser, and then log on again,
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Mobile Devices

Same HTTPS Security as OWA!

Manage Security from Within IIS

PF:Q Internet Information Services

. IIS Virtual Directory Like Outlook Web Access
° Can Apply SSL in IIS and on Mobile Device

Outlook Mobile Access (OMA)
o Plain HTTP, No Icons, No Frames, No Attachments
. Cell Phones and Any Browser (enable unsupported devices)

ExchangeActiveSync
° Synchronize PocketPC and SmartPhones
. Over the Internet or Cellular Network, Also WiFi
° Directly to the Exchange Server
° Sync to Pocket Outlook
= Pocket Inbox, Calendar, Contacts, Tasks, Notes

FYI... Desktop ActiveSync 4.0

=18 TRILL (lacal computer)
[+ _) Application Poals

=) Web Sites

: Default Web Site

g CertControl

- 4@ CertEnrall

“tand CErtSry

g RpoiwithCert

i@ Public
- 4@ Exchange

Exadmin

; "f’ OMA

. Removes Sync over Network (WiFi)

° Why? Security, Was Not Encrypted

° Still Supports BlueTooth (Link to Com Port)

. Will Return, But Choice Not to Delay Windows Mobile 5.0
. Continue to Use ActiveSync 3.8 if Needed

[+

[+

t-<ad Microsaft-Server-Activedync
_ﬂ Exchin'ehb

_,_J aspnet_client
g Wirtual Server

----- _ WWeb Service Extensions
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Controlling Exchange Message Delivery

il H 1 General I D efaults I Sender Filtering
ReCI p e nt_ FI It_e rin g an d ¢ Lonnection Filkering I Recipient Filtering I Dietailz I Security
Se n d e r F 1 Ite rin g — Block Lizt Service Configuration

. . . Fule | Enabled |
Connection Filtering
* Real Time Block Lists (RBL) = |
* Lists of bad Domains and IP Addresses - |
* SpamHaus, ORDB, SpamCop
* Can Use More Than 1
- Add... Editss Eemoyve
* Arbitrary Who Gets Blocked |
Defa u |ts Ta b E;:EE:E:Q exception izt to the block list Exception... |
e Sendi ng message size — Global &ccept and Deny List Configuration
= = - Configure [P address liztz for accepting or Aocepk. |
° Receivi ng message size denying e-mail from a specified IP addiess. |
Deny...
(] I Cancel | LpEply | Help |
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SPAM and IMF

Exchange Intelligent & 2l
Message Filtering General I Defaultz I Sender Filkering | Connection Filkering |

Fiecipient Filkering | D' etails Intelligent Meszage Filkering

- Configure spam confidence level [SCL) threshaolds. Selecting a lower
F ree Ad d on fo r EXCh an g e 200 3 number for the SCL rating blocks more meszages that could be unzolicited
commercial e-mail [UCE], but it also increazes the likelihood of falze

SerVice PaCk 1 pozitives.
* Included in SP2

— Fateway Blocking Configuration

Set the threzhald for Blocking LICE on gateway servers.

Basic Solution with Minimal
Co ntrol Block messages with an SCL rating greater than or m

equal ta:
* 3rd Party Add-ons |
(See Slipstick.com) e e e Pl E——

* More Granular — Stare Junk E-mail Canfiguration Ma Action
o Arch ive Viewers Set the threshold for moving UCE to a user's| Beject
° Products usi ng SCL gqcuuvael {SFSS'&QES with an SCL rating greater than or m

(Spam Confidence Level)

Ideally Deploy On The [0k | ool | Awb | Hep |
Perimeter
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Attachment Blocking

The Problem...

Can Already Turn Off Attachments in OWA

* Using HTTPS the Messages are Encrypted
°* But You Still Download Attachments

Front-End/Back-End Dependant
* Can Apply to Front-End Server Only
* Internet OWA Users Get No Access to Attachments

* Internal Users Connecting Directly to Back-End can use OWA with
Attachments

= Back-End Server is Really a Front-End Server Too!

http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
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Block External Sending to DL's

All Employees Properties 7] x|
Prevent Unauthorized | G A
Sending to Distribution Lists Pt

Dizplay name;

(ok, Groups) e

—Message size

* Nolimit € M awirnum [KB]: ||
o I d W a y - — Mezzage restrictions
Accept mezsa ges:

[~ From authenticated uzers only

Add the DL to the DL

% Only from:

" From everyone except:

E‘_‘ Executives Add...

Eemaove
‘| ) | e |

New Way-

Authenticated Users Checkbox o | s | am | e |
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FE/BE Exchange Network

Internet Perimeter Your network
DMZ
: AD DC/GC
i < /

SSL IPSec Exchange EMTI_FI'_ ]
: Routing Groups °

///O//

///O//

///O/

ad

\i -or-
VPN Exchange

- (SSL)
2003 e
% Front-End §
S (SMTP, OWA, OMA,
S EAS, RPC/HTTP) X @!@ .
External Q\é\ N
Clients Internal Clients NS

S~
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ISA Server and Exchange

Internet  Perimeter Your network AP DC/GC

DMZ
> N e
SSL NS .
% ISA 2004

External
Clients
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Using ISA Server 2004

Secure Publishing of Exchange Services

Detect Exchange Specific Threats

Move Forms-Based Authentication Off Exchange
Stateful Packet Inspection

ISA in Addition to Existing Firewalls

ISA in 3RD Party Appliances
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Resources

Exchange Team Blog
. http://blogs.technet.com/exchange

Exchange Best Practices Analyzer
*  http://www.exbpa.com

Exchange Server 2003 Technical Documentation Library
. http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/default.mspx
* Message Security Guide for Exchange Server 2003
* Ten Additional Exchange Security Documents

Exchange Virtual Labs
. Web-based Access To Labs

Utilities and Add-On Products

. http:/ /www.Slipstick.com

TechTarget Articles

] http://www.SearchExchange.com
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Thanks!

[~| ExchangeGuy &

LeeB@ExchangeGuy.com
www.ExchangeGuy.com
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