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Locking down Exchange Server:
Securing the client

E-mail Security Webcast Series: Part 3 of 5
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Full Outlook remote options

Outlook Web Access
* No Offline capabilities

Outlook Native MAPI

* Port 135 RPC and other Ports Open on Firewall
* Bad Ideal!

Outlook Over VPN

* For Larger Organizations
* Use Cache Mode For Better Experience

RPC over HTTPs...
* Encapsulate MAPI/RPC in Port 443 HTTPS
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Opening ports: RPC over HTTPs
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RPC over HTTPS configuration

SPOCK Properties k 2] x|

Diaghostics Logaging I Public: Folder Referralz I Dretailz I Directamn Adccess
General | Locales | b ailbox b anagement
RPCHTTP I Fuolicies | Security | Full-T ext [ndexing | tanitaring

Configure thiz server ta be an RPC-HTTP krant-end ar back-end zerver in
an Exchange managed RPC-HT TP topology.

& Not part of an Exchange managed RPC-HT TP topalogy

Thig gerver iz not an Exchange managed RFC-HT TP front-end or
back-end zerver.

" BEC-HTTE frant-end server
I akes vour Exchange front-end server an RPC prosy server.

Thig gerver iz not an Exchange front-end server and cannot be an
RPC-HTTP front-end zerver.

" RPC-HTTP back-end server

b4 akez wour Exchange server a target for BPC prosy servers.

(1] 4 I Cancel | Apply | Help |

Exchange 2003

{ xchange Proxy Settings 1

Microsoft Office Dutlook can communicate with Microsoft Exchange Server over the
Interret by nesting Remote Procedure Calls (RPC) within HTTP packets, Select the
protocol and the identity verification method that you wank to use,  IF wou don't know
which options to select, contact wour Exchange Server Administrator,

Zonnection setktings

IJse this URL ko conneck to my prosxey server For Exchange:

htkps: i | server.mycompanyy, com

Mutually authenticate the session when connecting with S50
Principal narne For proxy server:

msskd: server . myCompany . com

On Fask networks, connect using HTTP Firsk, then connect using TCPIP
on slow networks, connect using HTTP first, then connect using TCPSIP

Proscy authentication setkings
IJse this authentication when connecting ko my proxy server for Exchange:

Basic Authentication v

[ Ok ]k Cancel i

Outlook 2003
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Outlook Junk-Mail Filter

Remove Unwanted Messages from Inbox

Same Technology as Hotmail and Exchange
Intelligent Message Filter

Updates Every Couple of Months
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Beacon Blocking

Spammer Wants to Know What?
* That You Are Alive.

Spammer Sends HTML Message With Image
Image Not Included

e Instead a Link Back to Spammer Server
* Link includes Path to Image
* And Unique ID Tied to Your Email Address

Request the Image and Spammer Got You

Outlook 2003 and Outlook Web Access 2003
Protect Against This (Outlook Express Too)

“"To help protect your privacy, Outlook prevented
automatic download of some pictures in this message.”

Phishing Protection in SP2 (URL does not match)
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New: Anti-Phishing Protection
Office 2003 Service Pack 2

Microsoft Office Qutlook

r some links in this message might connect to
e unsafe or fraudulent sites. To help protect
vour security, links have been turned off in this

mMessdge.

Click the Infobar for options to turn on links in
this message.

| - - -
| | Please do not show me this disleg again
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Resources

Exchange Team Blog
. http://blogs.technet.com/exchange

Exchange Best Practices Analyzer
*  http://www.exbpa.com

Exchange Server 2003 Technical Documentation Library
. http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/default.mspx
* Message Security Guide for Exchange Server 2003
* Ten Additional Exchange Security Documents

Exchange Virtual Labs
. Web-based Access To Labs

Utilities and Add-On Products

. http:/ /www.Slipstick.com

TechTarget Articles

] http://www.SearchExchange.com
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Thanks!

[~| ExchangeGuy &

LeeB@ExchangeGuy.com
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