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A

n avalanche of email has
created a problem for IT
shops. As more and more
communication goes electronic, businesses face a
growing volume of email to
store, sort and eventually
delete. At the same time,
compliance with internal policies and external regulations has
forced businesses to consider the
ramifications of deleting email
messages.
Email archiving is one way to
handle the glut of electronic messages. IT managers can store messages in a cost-effective location
and index them for easy retrieval
without affecting user access to
them. But before installing and usGetting
started

Gathering
requirements

ing any new email-archiving product, companies should understand
the consequences of using this
kind of technology. When capabilities of products are understood,
then practical email-archiving policies can be developed.
An email-archiving project, like
any other IT project, requires a fully developed plan. This chapter will
review the four phases required to
plan and deploy a successful email
archiving project:
1�Getting started
2�Gathering requirements
3�Selecting a vendor and a
product
4�Implementing and deploying
the product

In today’s
business
environment,
enterprises
must understand
where their
records reside
and be able
to produce
the relevant
data quickly
in the event of
litigation or face
stiff penalties.


Selecting a vendor and
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Phase 1: Getting started
IT projects often start with
a product and end with an attempt to get buy-in from corporate users. A better approach is
to start asking the right people
the right questions right away
to get buy-in much earlier in the
process.
There are three key drivers
for implementing an email-archiving project:
• cost of storage
• litigation readiness
• compliance with regulations
All three are closely connected, yet each appeals to a different segment of the business.
Therefore, you need to include
representatives from each segment in every step of the emailarchiving implementation.
The first step is to form a
steering committee for the
Getting
started

project. The committee should
include high-level stakeholders,
including the IT department,
the legal department and the
records-management department. Keep this group active
and focused. Make sure that
everyone has enough time to
dedicate to the project.
Call on other contributors as
specific issues arise. The human resources department may
have some input on issues such
as data privacy. Other departments such as engineering or
product development may also
have unique requirements that
need to be addressed. This
might be the first time these
people have met, so begin with
a comprehensive explanation of
the project goals.
Start the first meeting with a
general discussion about email

Gathering
requirements

Selecting a vendor and
a product

archiving and its value to the
organization. Everyone should
understand the goals and the
need for getting the process
right. These initial committee meetings should focus on
the need for balance among
efficiency, compliance and
litigation readiness. Once the
parties see that the current
system does not work, they will
likely be on board with a plan to
develop a new email-archiving
system.
For most organizations, semistructured data and unstructured data represent the biggest
challenges in terms of meeting e-discovery requirements.
E-discovery is the process of
searching, collecting, reviewing
and producing all relevant electronic documents for litigation.
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As Figure 1 illustrates, many
companies see semi-structured
data — especially email — as
the most immediate concern
that they need to address to
reduce the risks and costs of
e-discovery. Unstructured data
has historically been viewed
as a huge storage problem in
terms of cost. However, addressing files has become an
increasingly important driver in
litigation readiness. In today’s
business environment, enterprises must understand where
their records reside and be able
to produce the relevant data
quickly in the event of litigation
or face stiff penalties.
IT shops will often complain
about the time and cost spent
managing email systems. Some
IT departments use inflexible
approaches like inbox quotas,
which limit the amount of email
the user can store on an email
server to contain storage costs.
Getting
started
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figure 1:

(Source: Contoural Inc.)
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This approach puts users in
“email jail,” creating a situation in which they are unable to
receive new email because their
mailboxes are full.
Quotas often force users to
go underground, moving messages offline into files like the
Microsoft Outlook PST format or into other removable
media. Once users take email
with them, then it is no longer
backed up, and it cannot be deleted or efficiently searched and
retrieved as policy changes.
Cost is another driver for
email recovery. Recovering
email from an old tape-based
backup system can cost millions of dollars to scan, index
and import messages into outdated software.
As for litigation readiness,
whoever holds the data bears
this cost. This means that a
company can pay out millions
of dollars to recover email for
Getting
started
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Business drivers for data management

(Source: Contoural Inc.)

a case in which email is only
peripherally involved.
The time to review, update
or create a corporate policy
for email retention is before
litigation is even an issue.
Questions that need to be

Gathering
requirements

Selecting a vendor and
a product

addressed include: When
should a message be moved
from its inbox to longer term
and more structured storage?
And when, if ever, should
the company delete email
messages?
Implementing and
deploying the product
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Phase 2: Gathering requirements
For companies considering
dedicated email archiving, there
are two main alternatives:
1) in-house and 2) hosted or outsourced. The in-house alternative
uses internal resources and IT infrastructure to process and store
archived email messages. Most
providers favor this category.
Hosted solutions provide another option for companies with
limited IT budgets and personnel,
as well as companies wanting to
avoid investing a lot of up-front
money in a system.
Email and file-system archive
vendors have different perspectives on positioning. Top market
leaders in email archiving include
Symantec, EMC Corp., CA Inc.,
Zantaz, IBM, OpenText Corp.,
AXS-One Inc. and Hewlett-Packard Co.
In Phase 2, the steering committee must agree on specific
Getting
started

Functional requirements:

High

Med.

Low

Capture
Architecture
Classification
Retention management/disposition
Hold management & litigation support
Index
Search/retrieval
Reporting/audit/supervision
User interface
Administration
Storage management
Security

Information requirements
Performance requirements

Developing email-archiving
requirements
table 1:

(Source: Contoural Inc.)

Gathering
requirements
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requirements for the email-archiving project. What systems
will it support? What is the
volume of messages that will
pass through it each day? What
information should be retained?
The answers to these questions
will help set the criteria that will
be used to select a product. How
complete the discussion is within
the committee can determine the
success or failure of the project.
Key functional areas to consider when developing a full requirements document are listed in
Table 1 on page 7. Each requirement should be ranked according
to its overall importance.
• H igh — a must-have function
• M edium — a function it
would be nice to have
• Low — a function that is not
important overall
The steering committee should
collect additional technical requirements and other information requirements as well.
Getting
started

Gathering
requirements

Phase 3: Selecting a
vendor and a product
Once the requirements
for the email-archiving
project are well defined,
then the product selection begins. This part of the
project can be intimidating,
with vendors showing their
wares and putting the best
spin on them. It is critically
important to stick to the
agreed-upon product requirements and not allow
vendor spin to redirect the
process.
The first task in selecting
an email-archiving product
is researching the available
options and making a short
list of potential choices.
Start with research reports
from analysts, media outlets and conferences. These
reports can narrow the list
and raise new options. Look
Selecting a vendor and
a product

at vendor Web sites and pay
particular attention to lists
of product features. Some
sites allow access to installation and configuration
documentation, which can
help determine the appropriateness and completeness of the email-archiving
project.
Make sure the product-support requirements list all
the technical components
of your company’s infra-

s

It is critically
important to stick
to the agreed-upon
product requirements
and not allow vendor
spin to redirect the
process.
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structure. Do not waste time on
products that cannot be installed in your environment.
Next, ask vendors for product
information via a formal request
for information, or RFI, process.
Outline requirements and include details of the technical
environment as well as projected growth. Select three to five
potential products, and send
the RFI through appropriate
channels -- either through the
vendors themselves or through
their resellers. Give a deadline
of four to six weeks for vendors
to respond. Make sure all vendors receive the same information.
Invite all who respond to give
an on-site presentation outlining their proposals. The selection team can then examine
the proposal and ask questions
about how the product will fit
in its intended environment.
Eliminate any incompatible
products. Expect presentations
Getting
started

Be sure to test management applications
and recovery procedures — just because a
system can save messages does not
guarantee its usability.
to last a couple of hours, and
reserve a couple more for questions. Ask each vendor to provide a sample of its product for
lab testing.
Once the selection team has
determined which products will
work, get the best price through
a request for proposals, or RFP.
Once again, outline the requirements, but this time mention
specific products. Then send
a document to the vendors or
resellers to request prices. Give
them another four to six weeks
to respond, but make it clear
that price negotiations end at
this point. Carefully check the
responses to ensure they include all requests.

Gathering
requirements

Selecting a vendor and
a product

By this time, there may be
only a few vendors left. Let
them know that your selection
is imminent, and invite each
to install its product in a test
environment to prove that it
really works. Call each vendor’s
technical support personnel to
see how well they respond to
your questions. And be sure to
test management applications
and recovery procedures -- just
because a system can save
messages does not guarantee
its usability. Notify all vendors
of their status, and then invite
your chosen vendor on site to
kick off the implementation
phase.


Implementing and
deploying the product
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Phase 4: Implementing and deploying the product
Implementation will echo
the structured process used in
product selection. Start with
a pilot installation so you can
focus on a small subset of the
environment. This should go
smoothly, assuming the product-selection process was
thorough. Let the system run
for a while to ensure it provides
the functionality the email-archiving product needs.
Divide the environment into
logical segments for a phased
deployment. It probably won’t
be practical to turn on the
archiving system for the entire
enterprise. This is not the time
for product-configuration testing. Instead, the phased deployment reduces the workload
for the implementation team,
which cannot be expected to
turn everything on at once. It
also allows for the repair of any
Getting
started

bugs found in the initial phases.
As deployment proceeds,
educate employees about the
new system. They must understand the company’s policies
for email archiving, including
any new or updated policies
and procedures that have been
developed for the new email-archiving system. In many cases,
email-archiving systems remain
transparent to users and eliminate email quotas. Train users
on any features that are available to them.
Once the system is up and
running, audit its performance
using a series of tests. Create a
plan that tests the system thoroughly, including recovery of
message sets. Ensure the number of messages entering the
system is the expected number.
When planning an emailarchiving project, companies

Gathering
requirements

Selecting a vendor and
a product

must consider all the potential
business drivers across the
enterprise. The product that
is eventually chosen should
help ensure policy compliance,
reduce the time and lower the
cost of the litigation discovery
process, enhance productivity and decrease storage costs,
when possible. When this aspect of the project is completed, it’s time to create an effective email archiving policy that
meets the needs of users across
the organization.

In many cases, emailarchiving systems
remain transparent to
users and eliminate
email quotas.
11
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Additional resources
from Symantec

Learn more about Symantec
Enterprise Vault
Symantec Enterprise Vault 7.0 provides
a software-based intelligent archiving
platform that stores, manages and
enables discovery of corporate
data from email systems, file server
environments, instant messaging
platforms and content management
and collaboration systems.
For a variety of white papers,
case studies, testimonials
and more, click here
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