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Topics For Discussion

The Hamster Wheel Of Pain & Why Security il
Is Like Bell-Bottom Pants

Managing Risk Is a Business Problem

Transforming guesswork into predictable,
automated, risk-driven business processes

Risk Analytics & Modeling: Because Hope is
Not a Strategy

A Practical Roadmap for Managing Risk,
Assuring and Improving Service Delivery
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The Network/Information Security Siyphean
Cha"enge_
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Everything Is Connected

Copyright © 2008 IANS. All rights reserved.



Copyright © 2008 IANS. All rights reserved.



IIIIIIIIIII

@S\earchFinanciaISecurity.com Ecu RITY

Business

Copyright © 2008 IANS. All rights reserved.



uuuuuuuuuuu
@S\earchFinanciaISecurity.com Ecu RITY

Provide Transparency
End Visibility
4
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Maintain Compliance
Governance
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-..Manage ings
Matter Most
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Ideally, Our Solutions To These
Problems Would...
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Provide a Single Pane of Glass
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Whilst Avoiding the Hamster Wheel Of
Pain...
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A Guided Tour

Observations from the Front Lines
From the Perspective of a CISO, a
Vendor and an Integrator

(Who all happen to be me)
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Our “Security” Challenges

Allow the business to do what they need in
a manner consistent with appetite for risk in
a "secure” and "compliant” state

Reduce costs, do more with less

_ Recognize we are a service delivery function
& accept that our role & function needs to
radically change

Deliver a consistent way of measuring and
commuhnicating

Manage risk to focus on the things that
matter most while still tactically handling

threats and mitigating vulnerabilities
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What We Really Wanted to Answer

Are we more/less “"secure” than we were
last week/month/quarter/year?

How do we stack up next to our peers or
competitors?

- Are we getting value for our security
investment and spending on the right
things?

Can we communicate this with appropriate

measures and metrics that are quantifiable,
informative and actionable?

Can we measure, model and manage our
rislc?
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Our Navel Gazing Showed...

We had lost the language that defined what we
did

We were perceived as a grudge purchase and a
cost center that was not aligned to the business

Thought of as reactive and focused on solving the
wrong sets of problems

We provided a narrowly-focused, technology-
centric view of the enterprise

Our models were flawed, our metrics worse

Threats & vulnerabilities did not represent
the business problem, but managing risk

Copyright © 2008 IANS. All rights reserved.




Make “securing” the business a
business problem

Describe modeling, measuring,
managing and expressing risk as
something the CxO understands

Integrate business processes and
technology with an automated
information-centric perspective of
managing risk, not solely threats and
vulnerabilities

Present a holistic view of
enterprise risk as expressed as a
func_tion of bus_iness operatic_ms,
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Get Control of the Estate

Provide a Unified & Consistent Model o
Assets and Infrastructure

- Take Control of the Change Assurance
Problem

Transition from Managing Threats &
Vulnerabilities to Managing Risk

Align to Measurable Externally-Referenced
Frameworks & Metrics
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Device Focused:

Construct the asset portfolio
Document the supporting infrastructure

Baseline, globalize, standardize and optimize
configuration standards

Determine & correct the RCA of defects
Stop the bleeding
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Phase 2: Provide a Unified & Cohsistent
Model of Assets and Infrastructure

Model-Focused:

Employ modeling/analytics solution to integrate &
visualize the assets, infrastructure, and controls into
a single model

Integrate assets, network and control portfolio into
SLA reporting along with “compliance”

Define policies for service assurance, compliance,
and governance

Provide a single “"Looking Glass” view
Automate the process
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Phase 3: Take Control of the Cha‘nge
Assurance Problem:

Process Focused:

Institutionalize Governance and Risk Assessment
Processes

Use modeling/analytics solution to manage & assure
change across controls & network; planned or
unplanned

Complete the quality and validation feedback loop

Proactively manage and measure security elements
& cascading impact before they go Boom!

Measure against policies & SLA’s
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Phase 4: Transition From Managing
Threats & Vulnerabilities to Managing
Risk

End-to-End Service & Risk-Centric Focus:

Integrate & institutionalize risk assessments as a
business process

Integrate business impact, threat origins, attacker
skill into model; unite infrastructure with intelligence

Drive fact based and objective decision making

Focus on protecting the services that matter, not the
platforms

Dial up / down controls vs. resulting cost base
Support future business decisions using modeling
Migrate to quantitative versus qualitative measures

Present one version of the truth
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Phase 5: Alignh to Measurable Externally
Referenced Frameworks & Metrics

Measure and Compare

Provide consistency in measurement that can be
shared and compared externally

Utilize standards-based frameworks CoBIT, ITIL, ISO
for measurement alignment

Communicate capability maturity as a function of
risk posture

Demonstrate compliance through transparency
Measure effectiveness in terms of service assurance
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Improving Our Operational
Discipline By Deploying a Better
Mousetrap

Using Modeling & Risk Analytics To
Level the Playing Field
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Work & Cost 4

Current Status
High High Risk and/or
High Cost
Low
Goal
— Risk Level
Low High

Cop

Current Trade-Off Is Unacceptable
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Example

69,384 Total Vulnerabilities (Sev. 1-5)

1,116 Directly Exposed Vulnerablities with no
compensating controls (regardless of threat)

384 Single-Step Exploitable Assets w/threats

16 of which impact your most important assets
by increasing risk to an unacceptable level

Mitigated by deploying 2 patches on 4 hosts and
Instantiating 3 Firewall/ACL rules 2 firewalls...

Which brings your exposure, once managed/mitigated, from
$670,000 down to $240,000

Copyright © 2008 IANS. All rights reserved.
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Import Controls & Network Element
Confic
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 Import configurations of
controls and network
elements including:
* Firewalls
* |IPS
* Routers
» Switches, etc.

* This includes routes,
ACL’s, rules,
physical/logical interfaces,
NAT, etc...

This allows modeling/analysis of every path to/from any networked
entity to another; this provides logical and physical paths to any

networked asset
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Import the Inventoried/Managed Assets

*“Skybox Secure - Live Model
Fle Edt View Insert Tasks Tooks Asset Hep

EEX
e Bl E Frokm Brcnminn A B S e v skytox

| < n \port networked hosts
i
E Organization A Name. Primary IP Address 0s 05 Version Status Creation Time: Modfication Time
ER ) Assets EJ dmz_maio 192,170,33.34 Linux. Up 19/17/03 4:21 PM /2506 11:44 AM ro l I l O r a S S e
\ rations f

] dnz_mail 192.170.33.35 Linux U 9j17/03 421 PM [25/06 11:44 A
] dnz_fip0 192.170.33.36 Linux U 9jt7j03 421 PM 6/25/06 11:44 A

E] drz_fip1 192.17038.57 Linux U 971703 421 PM 6/25/06 11044 AN d iSCOVe r,y too I Sets

» Create asset groups based
on business units, function,

192.170.35.0/ 24]

geography

stA192.169.1.0  26]

=
=B Host
Hosts ]
= L
Al Production Web Servers Host: dmz_mail0 [192.170.33.34] aQ
b \um: s Gererd | 5 servees | [ ¥ T Routngules | @ vaeraites | 8 Atk | B dets PY M Od el Assets th at CO nfo rm
|| Host Hame: | dma_mao [192.170.33.34] || Other Names: | host 14:GENERATED |
e e Type: | server | Vulnerabity Court; | 2| onner [ | . . .
— «  E= o N | to how your organization is
S Forwarding: [N | AcLEnabled: (Mo | status: [Up |
ecurity Profile Advisor
il Patches: [ | DevieeType: | |
Model
E oot [ T = | porutes | ‘ structured. connected or
& Tickets
Reports

User Comments: |

<>

administered

[T Mo rurving tasks) User: skyboxvien|Berver: LocalHost:8443]

Since the network infrastructure and controls are already established,
the assets are automatically populated into the network segments that

__ house them and there is now context of the security policies protecting

tEvyermt © 2008 IANS. Al rights reserved.
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Import the Vulnerabilities Associated With
Inventoried Assets

kybox Secure - Live Model @l@

Ble Edt Vew set Lasls Tooks Help
&b 88 & [EnetworkmMap I8 Access Andyzer 9, ) £ |Live

 Import vulnerabilities from

rabilities i
bt $9 Coporde Snices A ' Tie jul (o3 Host 05 ServicsPorts | ServiceName | Status | Has Tickets
v " [B ufer Overfiow nBIND.., SBV0003+ |CVE-1393-0833 [dnz_dns1 [192,170.33.33] Linux s3/TcP BIND (domain_t) _|Fourd A OO S a ave ru n
DVZ - Ml & FTP  [B  [ter Overfiow nBIND.., V00034 |CVE-1999-0833 [dnz_dns[192,170,33.32] Linux s3/Tce BIND (domain_t) |Found =
-gmc-mx Servers [ [wftpd26.0and P SBVODISE  |CVE-2000-0573 [dnz_fepO [192,170.33.36] Linux bufTce uftpd (fip) Found .
53 Locations & Netwarks [ [Aveve ColdFusion Alows.., GBV-00405|CVE-1995-0477 finance _server_0 (192,170, AL [BS00/TCP | ColdFusion Server... Found
{8y Europe M [Pos i ColdFusion via ... BV00720 |CVE-1995-0756 finance_server_0 (192,170, AL BS00/TCP | ColdFusion Server... Found I n e rn a y a n eX e rn a y
3 Reselers [ [ruftpd260and UL, [SBY00I53  CVE-2000-0573 [dev_ftpd [192,170.18,20] Linux eutce Wiftpd (i) [Found
s | [ [Ms03-026] buffer Over, [SBV01655  |CVE-2003-0352 [spp 4 server B[192,170,36,10]  [Windoms Server 2003 135(TCP Windows loc-srv) |Found
i Los Angeles M) [orace 91AS PLSQL Apa.., SBV-00846 CVE-2001-1217 |app_4_server_8 [192,170,36,10] Windows Server 2003 [#43[TCP (Oraclesi Applicat... [Found
> ﬁNaw York " » J (Oracle 91 Application Se... |SBY-00B45 (CVE-2001-1216  [app_4_server 8 [192.170.36.10] ‘Windows Server 2003 |443/TCP (Oracledi Applicati... |Found
__ g:::x:’:zt:ﬁ:::g:gﬁ’ Iaé] M| [ooS n Orade kS Apac. SEVDNGEL CVE-2002-0566 finence_db_{ [122,170.27.23] Al 3Tce Oracksi Appicati... Found
Eimz[w;nuss‘uﬂ/:q]ﬁ & (M) DoSin Oracle GiAS Apac,.. SBV-00861 |CVE-2002-0566 finance _db_0[152.170.27.27] ALY R (Oracke9i Applcai... [Found
B w3402 [ [MS00-086] IS 5.0Ena... BVO062  |CVE-2000-0886 [inance_web 9 [192.170.27.21] Windows 2000 o/TCP 115 (httg) Found ) B a S e d u O n I P a d d re S S e S
B aoptl192.70.550 /4] - [H roache ChurkedEncodi. 58Y-00926 |CVE-2002-0392 |dev_webs [192,170.19.31] Solaris so/Tce Apache (htlp)  Found y
B apifiez. 70360 (4] | [ [Ms03-008] Bufer Over.,,[SBY-01655  CVE-2003-0352 2[192.170,1784]) [ Windows 1P 135/uDP Windows P (loc-s.. |Found
adbone(192.170.8.0 | 4] | [ [Mso3-008] eufer Over..,[SBV-01655 CVE-2003-0352 [192.070.17.83] | Windows XP 135/u0P Windows 3P (loc-s.. |Found ngugn
Itemetfcoud] [ [05-026] uffer Over.. V01655 |CVE-2003-0352 192170.17.10] Windows Xp 135]uoP Windows 1P (loc-s.. Found th e V u I n e ra b I I Itl e S a re
| (B [(M503-006] Buffer Over... SBV-01655 (CVE-2003-0352 |app_7_server_8[192,170,36.40] |Windows Server 2003 [135/TCP Windows loc-srv)_|Found
| [A][puffer Overflow n Orad... SBV-00833|CVE-2001-0836 _|app_4_server 9 [192.170.36,11] _Golais BLOBITCP |OrackdiAs Web C... Fond
| (M| [orade SIASPLSQUApa... SBV-00846 (CVE-2001-1217 |app 4 server S[192.170.36.11] Solaris TP (Oracke9i Applicai... Found .
—_— = [W][puffer Overflow n Orad... SBV-00833(CVE-2001-0836 |app_4_server_8[192,170,36.10] |Windows Server 2003 [3L26/TCP |Orack9iAS Web C...[Found a I I O Cate d a u to l I l atl Ca I I to
EE AllProduction Mal Servers | [W][puffer Overflow n Orad... SBV-00833(CVE-2001-0836 _|app_4_server 7 [192.170.36.9] _Golais BLOBITCP [OrackediAs web C... Fond
B Al Production Web Servers [l [orack S1AS PLISOL Ava... SBV-00846  ICVE-2001-1217 laoo 4 server 77192,170.36.91 Solars HaaiTCe (Orack9i Avolicati... [Found o

B Development: Unix Workstations 1,728 Vunerabities

.
B o, Voo Vet th e a ropria te ass et
AllHosts Vulnerability: Buffer Overflow in BIND 8.2 via NXT Records

) All Netark Devices

Generd |
® | 5 Host | 8 senvice | 2 Tickets | A RiskPrcfe
@ Thveat Origin Categories Tl | Bufer Overflow n BIND 5,2 via T Records | m: | sBv-00034 Jow | cve19%-083 |
2 Dependency Rules B
E& Ma':ia\ Analy\'(sas 3 Bz Buffer overflow in BIND 8.2 via NXT records due to improper vaidation of those records by the server, This could enable a remote attacker to achieve root compromise of

e « riticality/Severity is

& Security Profile Advisor e

[ dmz_dhst [192.170.33.3] | Exposure: [ Diect | Has Tickets: No | . .
#- Model Sarvice: [BIND (domain_t) (S3/TCP) | Commonalty: | Meckm | severty: | citical(10) | refl e Cte d I n ra n kl n g S
[ Tickets Status: [Found | Detection Reiabiky:
(i Reports Imposed Risk: ‘ Figh ‘ Status Explanation: Wulnerabity was found by a scanner or by Early Warning Analysis
% || Dicovery Methd: | NESSUS | r

| [ o running tasks] User: skyboxview| Server: LocaHost 8443

This capability provides a device-focused, vulnerability-centric view of
the asset inventory, regardless of compensating controls or topology.
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Compliance Reqmrements Based Upon Asset
Groups

L7 DMZ - Mail & FTP Properties

Properties | Business Impacts |Regulations

Name Damage Loss Type
[EZ Business Information Confidentiality $10,000 -] cI-
EZ Medium Availability Medium (=] - - &
[ |EE Employee Records High =] CI-
B3 Financial Information Confidentiality +1,000,000 -] CI-
[ |E2 High Availability High L) - - A
[] | B2 mission Critical Wery High =] - - &
[] |4 Personal Financial Records High [==-] cCI-
= : 1 .

503 DMZ - Mail & FTP Properties

Properties | Business Impacts | Regulations

Name Damage Loss Type
% casB 1386 Wery High [ CI-
]| % cLea High ) 0T -
B GLBA - Privacy Rule $42,000 [ C- -
m GLBA - Safeguards & Pretexting High ] CI-
(]| % HiPaa High ) cI-
]| % sox- 302 High (] -1 -
B sox- 404 $500,000 ] CIa
]| % sox - 409 Very High ] CIa

*Business impact & loss
types are defined based
upon confidentiality,
integrity and availability

*Define regulatory
compliance requirements
and impacts

Impacts can be defined
either qualitatively or
quantitatively

Now that we understand how assets are interconnected, what
compensatlng controls are |n place how the assets are vulnerable we
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Provide What-If Modeling and Access Path

Analysis

& ® Skybox View - Access Analyzer QE‘E
Fle Edi View Cdeulate Resus Hep
* Model and analyze access
&= B0 D case Skyh))( n n Z
Access Query Calculation Results at h S to a d f O a
;=4 WH 5. 48 @1 P na rrom an
Scope: | Production DB [[=] Live R .
[T | networked entity using any
| — 2B dmz[192.170.33.0 | 24]
Sepmg Moo | ‘g %;gmz 170.33.0-162.170.33.255 .
Services: | [21/1CP] - fip, [22/TCP | [Jnot e
B (iee)] . . -
Kb 5 s Malicious outsider 1%
ACLRes:  [Usedl v e i) -
= o 7ea0(1eP) Internet
RoutingRules:  |Use All v e (1ce)
— & 1011 (TCP)
Routes Per Service |Default v P is(e)
] Simulate IP Spoofing during caleulation o 135(1P) .
s nich networ
D Ignore Rules on Source 8080 (TCP) C e O
[] show Source netwiork in Destination :: ?Tﬁ??(ubv) " EE
o 118 (UP) MNew York . "
- E rol policies
db[192.170.34.0 | 24] Pr_— L
5? 192.170.34.0-192.170.34.25 ﬁ
B! BIND:
el Buffer Owverflow i
Access Route BIND B.2 via MXT
From app_1_db_3
To dmz (192.170.33.0/24) (192.170.33.0-192.170.33.255) R ECDI’dS
There is a single route: (maximal number of routes is reached)
0. app_1_db_3
source [P fange(s) 192.170,34.0-192,170 34,10, 192,170 241,13-182.170,241.13
source service(s): 1-65535/TCP .
destination IP range(s): 192,170,33.0-192,170,33.255
destination service(s): 25/TCP ro S p e Ct I Ve
1. app_1_db_3 (192.170.34.10) Tras Trs
2, prodFw (192.170.34.1) Lndin i Lnam i
Inbound rule(s): F i v ek EE -
2(ACESS) - Al financeServers E
3, dmz (192.170.33.0/24) (192.170.32.082,170.33.255) finance _server 0: EE s e C a Cce S S a S
destination IP range(s): 192,170,33.0-192,170,33.255 e
e ) 21 coldFusion Server: = coldFusion Server: =] .
i DoS in ColdFusion via Allare ColdFusion A llows a n Ce & rl S k
Start/Stop Utility Remote Handling of Fies

\/

Understanding how assets can b ch

compensating controls allows us [rmanes soromre nd in order
torunderstanditiae eurment environment and how change will affect us.
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Accordance Wlth Existing Corporate
Governance Gmdellnes Based Upon Access

wap | &2 A P @ AR o - shoybox
External to Intermal Servers (80%) =

ra External to Internal Servers - 80% Compliance

Create policies that are
easy to understand and
measure based upon asset
groups and zones

* Optimize rulebases based
on usage/non-usage

*Manage Compliance based
on a per-device or global
perspective as aligned to
best practice

This allows us to start managing network and control device
configurations and change assurance to ensure compliance on a per

deviee VB aGCesssPasis.
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Threat Management - Understand Current
Threat Conditions

— *Normalizes and correlates
threat feeds from numerous

kybox Secure - Live Model

Ele Edic View Insert Tasks Tools Apalysis Help

e R G Lseach [Fneokman B A e v,‘

Threat Alert Manager Vulnerability Types: High & Critical

Public Analyses 1| source o | Tile OF ReportedDate | Modfication Date Status -
{0 Unassigned Vuherabilties [ Deepsicht 0503093 | Microsot Windows Terminal Server Service Dos Yulnerabitty /25001 i7/25/0L Unassigned ~ S O u rCe S e g e e p I g
JHich & Criical [ Deepsioht 0508811 |4l Microsoft Windows RPCSS Mut-thread Race Condition Vulner abiity CVE-2003-0813  |10/10/03 l4/20f04 Unassigned T - "
(] Other Severties . DeepSight  |D5-09633 @ Microsoft ASN, L Library Length Integr Mishandling Memory Carruption Vulnrability CVE-2003-0818  [2/10/04 14/18/04 Unassigned
i Proces Weraities ) Deepsiont_ps-09660 Microsoft IT5 Unspecified Remote Denial OF Service Vulnerabilty b/14j04 l2/13j04 Unassigned
g Qi‘a?sf;::-ias [ Deepsictps-05743 Wicrosoft ASN. L Library Muliple Stack-Based Buffer Overflon Vulnerabilties 2izsio 2/24j04 Unassigned
G Receey M W] Deepsichtps-11380 Wicrosoft RPC Rurtime Lbrary Remot Denial OF Service And Information Disclosre Yulnerabilky |CVE-2004-0569  [10/12/04 1072504 Unassigned i
{50 Resohed Vaneraits [ Deepsicht [ps-13342 | Microsct Incoming SMB Packet Valdation Remate Buffer Overflow Vuinerabilty CVE-2005-1206_[6/14/05 l/13j05 Unassigned . .
Resabied [ DeepSignt 0514513 |l Microsoft Windows Plug and Flay Buffer Overfion Vunerabilty CVE-2005-1983 _[B/9)05 lB/22j05 Unassigned ° P rOVI d e S th re at ra n kl n S
il nekvart epsicht D5-14514 |l Mivosoft Windows Pink Spooler Buffer Overflow Vuherablty CVE-2005-198+ _[8/9/05 BJ11j05 Unassigned g
L@l Private Anlyses [ Deepsicht  [Ds-15056 | Microscft Windows MEDTC Memory Corruption Vulnerabilty CVE-20052119 [10]11/0s 12/14/05 Unassigned
B eepsight  [ps-15057 | vicrasoft MSDTC COMH- Remote Codk Vulnerabilty CVE-2005-1978 _ [10]L1/05 11/1005 Unassigned
B Decpsigt__ps-15058 Wicrosoft MEDTC TIP Derial OF Service Vuinerabilty CVE2005-1979 101108 11/10/05 Unassigned b a S e d u O n rod u Ct a n d
(M) Decpsicht|ps-15059 Wicrosoft MSDTC TIP Distributed Denial OF Service Vulnerabilty CVE-2005-1980  [10]11/05 11/10/05 Unassigned
| [ Decpsicht|ps-16147 Bluz Coat Systems WinProxy Remote Host Header Buffer Ovenflow Vuinerabilty CVE-2005-4085  [1/5/06 2/1sj6 Unassigned
eepSight |DS-16197 | @ Microsoft Outloak | Microsoft Exchange TNEF Decoding Remote Code Evecution Vunerabity |CVE-2006-0002 [1/10/06 1/30/06 Unassigned = .
[ ecpsicrt 516267 | CIU SHIP SNWPTRAPD Daemen Remate Farmat: Shing Ve ity 116008 1/15/08 Unassigned te C h n O I O re O S I to rl e S
eepSight  |DS-16275 @ EMC Legato Networker Multiple Remote Vulnerabiities CVE-2005-3658  |1/17/06 1/30/06 Unassigned L]
. DeepSight  |DS-16287 Qracle January Security Update Mulkiple Vulnerabiities CVE-2005-0873  |1/17/06 1/25/06 Unassigned
e sepSight |DS-16288 ACT P2025 VOIP WIFI Phones Muliple Remote Vulnerabilties 1/17/06 1/16/06 Unassigned .
[ Deepsicht  ps-16285 Clpcomm CPW-100E and CP-100F VOIP Phones Remote Adrinistrative Access Vulnrabilty 1/17/06 1/16/06 Unassigned th re at p ro p e rtl e S CO u n tS a n d
sepSight  |DS-16296 FreeB5D IEEE 802,11 Network Subsystem Remote Buffer Overflow Vunerabilty CVE-2006-0226 _[1/18/06 1/17/06 Unassigned b}
) Deepsichtps-16309 F-Secure Multipls Archive Handing Vulnerabilties 1/13/06 1/18/06 Unassigned
sepSight  |DS-16345 Red Hat Directory Server | Cartiicate Server Management Console Buffer Overflow Vulnerabilky 1/23/06 1/22/06 Unassigned - 1
) Deesicht Ds-16354 Computer Associats Technology iGateway Service Content-Length Heap Overflon Vulnerabilty CVE-2005-3653 _[1/2306 1/22/06 Unassigned O Ca tl O n S O V u n e ra I I ty
W8 neensioht ne-16370 Tl Sami FTP Sarver |ear Pommand R ffar fsrflo Ui dnar ahili rvFomnsakaz1isaing I51=Ins Hnacginnard o

132 Vulnerabiity Types ]

Vulnerability Type: Microsoft Windows Terminal Server Service DoS Vulnerability

iInstances

General | Irpact Modeling | [ Tikets

Tide: | Microsaft Windons Terminal Server Service Dos Vunerabity | source: | Deepsight |
Severty: | High (6.2) | m [ps-03039 |

Risk E Anal
e e ] o | | Reporteden:  [7/2s/01 |

Threat Alert M:
&) Threat Alert Manager cant: [0 || Modifcation Time: | 7(25(01

Bty e == | * Allows for threat-centric view

5 Model

B Short Summary: ]
Tickets MS Terminal Server service contains a memary leal: condition that can be exploited by remote attackers to cause a DoS =) f t h . t LS
Reports
& O € organization
£ An attacker can cause the server's memory resources to be depleted, leading to a denial of services and requiring a restart, ]

| [ o runring tasks] Lser: skyboxview|Server: Locaost: 443

The Threat Alert Manager correlates threat and alert feeds, patch
management details, and VA/VVM scanner data to provide a threat-based

DE C '. CA .vv C .-v"' '- v- ‘C-d
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alert, and decide on the appropriate course of action.
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Yy Managemen easure
Organization’s Security Profile

CIEX
oo BB 2 ) BenmBl o | » Visualize the organization’s

e S— security profile based upon
S contributed vulnerabilities

W ts: 51
#-§ US Headquarters (37) Contributing Vulnerabilities: 0

[Vu\ne\ i

op:3:Suburits by Contrbution o VLI Gk 2

Contribution to VLT vir —" Contributing Hosts
44% 73 I =" 11

T » Automates collection of risk
== Vullgerabllit_y gk bl Title | ContributiontoVii | Count | Severity a n d CO m p I i a n Ce d ata fro m

'?'sevrnwé" ) .EEuffew Overflow in Linuxconf Package o 11% 15 "Cr\tical- o

SBV-00538 Buffer Overflow in NFS mountd Allows Root Access 1% 15 (Critical H :
- SBY-00866 [MS02-007] Buffer Qverflow in Microsoft SQL Server OLE DB Provider Name 6% 8 (Critical I I l u I p e I S p a ra e Sys e l I l S

To view all vnerability types that affect Organization's VLI scare, click here

% VLI Trend

 Calculates Key Performance
— R e R R R Indicators (KPI) and presents
security advisories

i

OEERER

RRRRRRR
nnnnnnnnnn

L
8443

J [ Mo running tasks| Dser: skyboxview L

Provides threat indicators for the c-)rganization and enables the security
team to help management understand which threats pose the greatest
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Automate Mitigation Efforts and Chan'e
Assurance

Policy Violation Ticket Properties o POIicy ViOIationS and non-

Attributes . .

Title: |Blocl< ICMF Echoing Messages: VPR (Fartner) -= id CO m pl Ia n Ce a Uto matl Cal Iy
wner john.fw [John Firewal X [ |mi<e sample.com | X . " .

Sotatus: |J —— - EI :riurity: |C|'|itic@;l - |I|| generate VIOIatlon tICketS

Due Date: |12,f3,f0? EI Done Date:

* VViolation details as well as
suggested resolution is

f\-’iulation Details rSuggested Solution |

ICMP echoing messages between Partner zone and DMZ zone should be blocked. =
According to NIST publication 800-41, ICMP echoing messages (e.0. Echo Request) should not be | . . . R
— allowed between networlk zones of different security levels, - InCI uded In tICketI ng
APR Name: Block ICMF Echoing Message APR Path: Fublic Folicy / Partner Acces:
Type: Mo Access Rule to Potential E Importance: |. Critical
Test ID: 714 Violation Creation Time: 3/1/07 1:21 FM

ot * Resolution is tracked
S across the ticket lifecycle

Destination
Scope: int280% (DMZ) Services: 4/ICMF, BfICMF, 12 /ICMP

[ ok || cancel || Help |

Ensures compliance not just based upon reactive reporting but by
generating assigned ticketing with tracking across the lifecycle to

resolution.
Copyright © 2008 IANS. All rights reserved.
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ISK Managemen vianaging
Exposure Anal -Measure risk across the
s organization by asset,

i vulnerability, threat origin,
= business unit, business
= impact or regulations
Attacks Analysis: All Attacks
Attacks | (%) Netwark Map he _
. _ st in
— Threat Crigin Target Risk Step Count
?-E Internet Hacker Finance DB fﬂ 1 I;l
ﬂE‘ Internet Hacker Finance Servers fﬂlﬁl 2= >thod
™ — - oon || ¥ BZE Threat Production DB § mEEE ] 1
] Threat Alert Manager General| @ Wnerabities | g Ateacks | &4 Rik Profe | f Tickets
T o = gﬂ BZE Threat Finance Servers ﬁﬁlﬁl 2
e $ - Current Warm Thr... Production DB L L 1
?-E Corrupted Insider  |Finance Servers fﬂl:l Z
. . ?-E Corrupted Insider  |Finance DB fﬂI:I 1
By anaIyZIr.]g _r!Sk ex.p.os § - Intermet Hacker DMZ - Mail & FTP § EEET] 1
risk and prioritize mitigs § - Current Worm Thr... [Finance DB § EEnT] !
threats, secu r|ty contro gﬁ Current Waorm Thr... [Finance Servers ﬁﬁI:I Z|
Allow dsdeuundersiand [ e he

most cost-effective remediation alternatives.
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_Reporting & Dashboards

1. Vulnerabilities - Severity, Risk and Exposure

4. Business Assets at Risk - Count over Time

1 B4500n Spiays e rurnbar of Dubiness ARHES 32 455 ek el 03 4358
wﬁ\! e e [ or el

e — . . *Comprehensive and
customizable reporting
capabilities

All Vulnerabilities - Exposure AR Vulnérabilties - Severity RSO

* Web-based dashboard
Risk
E_":wa 1 Wery High | Human Fisk. oo
- SRR ] : External Risk  .....ooooovvvvviviiiiin,
o = e ] High
R | .Ig ISR [EmEcr]
b b R oS Medium WOMMRISE e o m
& o -0 fPlotivices EREn ]
“::::“;,.:W;n: ~ [ Lov frlnternet o EECC ]
N = Mar Apr May Jun Jul Aug Sep Sot Mow Dec weMBroadband L [EEE ]
i"“ mmmmmm i “** " yulnerabilities I:[ %] Remediation I:[
x ;“m -mﬂ( -ﬁ'“m = e T T LR R L LR R T T S T T T T T T T
= iract. £95] ___ Mot Exposed| ST
e 2 3051 | _
' — M-/
B e . R R B 00 v, 7 e
P d _E}"'z.‘- Resnlved- ‘ In progress |
roviaes repims oo U | B e | . |
. — Rejectad-41
Compliance, Closed 165}
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Organlzatlon/Organlzatlon
e : ’l" -
Compliance officer Executives
Risk officer Auditors

Risks & compliance metrics,
remedial actions, GRC
Audit and Executive reports

Risk

- Assessment \ /

API Ticketing System
SRM Platform

Vulnerability / S~ Network
SEITE G Assets, patches, vulnerabilities, Management

configurations

Asset / \ Patch
Management Management

Report engine

Configuration
sl Management

Copyright © 2008 IANS. All rights reserved.
Slide Courtesy of Skybox



What Did We Achieve?

Platform standardization and compliance measurable
and enforceable

Change is manageable and accountable

Defects due to previously undetected change
substantially decreased

Security posture is quantifiable and (IT) risk
measured and trended

Lowered costs, reduced labor; from manual to
automated

Security seen as more responsive/proactive
Service availability increased; less business disruption

Business Units, Audit, Management, Network, Server
Admins & Security all have skin in the game

Audits and compliance from months to minutes
Improved and quantifiably-measured risk posture

Copyright © 2008 IANS. All rights reserved.
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In Summary

Start Small, Think Big; this takes time and evangelism
Get a grip on the basics

Demonstrate value and gain trust in the model
Opening the kimono can be ugly.

The risk models are very much GIGO...you must get
- your risk assessment methodology squared away

Start with qualitative business impacts and move to
quantitative when you have confidence in the
numbers

It will be hard for some teams to let go of managing
by risk rather than vulnerability severity

The business units will start to compete with one
another, be prepared for challenges

Copyright © 2008 IANS. All rights reserved.
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