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Who Am I?

• Information security professional
• Experience in red teaming, penetration testing, software 

security: Sandia National Laboratories, @stake, Bloomberg, 
Matasano Security

• Now manage information security for a technology-based 
finance firm

• Independent security researcher
• Focus on offensive computer security in operating systems, 

networking, and application software
• Regular speaker at professional, academic, and hacker 

security conferences like BlackHat, Microsoft BlueHat, IEEE 
Information Assurance, USENIX Workshop On Offensive 
Technologies, DEFCON and Shmoocon

• Presentation topics have included exploiting buffer overflows, 
wireless client security, hardware virtualization rootkits, and 
hacking virtual worlds



Agenda

• Genghis Khan’s Siege of Volohai
• Limitations of Internet Explorer’s Protected 

Mode on Windows Vista
• Attacking Wireless Clients (KARMA)
• Network Access Control
• NTLM Cross-Protocol Authentication Relay
• Cloud Computing For Hackers



Bypass the Fortified Perimeter



Genghis Khan’s Siege of Volohai

• Khan’s army was unable to penetrate the 
fortified perimeter

• Khan offered to end the siege for a tribute of 
1,000 cats and 10,000 swallows

• They attached bits of wool to the cats and 
swallows, lit the wool on fire, and they ran back 
to their lairs and nests, burning down the city 
from inside

• Don’t break down the front door, climb in 
through an open window



Client Side Exploits

• Rise of client-side exploits follows identically
• The network perimeters have become fortified 

with firewalls, intrusion detection/prevent 
systems, hardened servers, etc.

• The cats and swallows are users’ web requests 
and e-mails

• Compromise outbound communications, follow 
them back in, and take over network from the 
inside



Vista Will Save You

• Vista presents some tangible security benefits
• Security Development Lifecycle (SDL) 

• Results in less vulnerabilities

• Address space layout randomization (ASLR), 
data execution prevention (DEP), stack 
protection (/GS), SafeSEH, hardened heap 
• Vulnerabilities are impossible or difficult to reliably exploit

• UAC notifies user when administrative actions 
are performed

• Internet Explorer runs in low-integrity 
“protected mode”
• No write access to most file system or registry locations



Protected Mode Internet Explorer

• Internet Explorer runs in low-integrity process 
for Internet and Intranet Zones

• Process integrity-level is a “magic” SID in token
• This means nothing across the network to pre-

Vista operating systems



Protected Mode Internet Explorer

• You wouldn’t be storing user profiles or home 
directories on a pre-2008 server, would you?

• Writing a new startup item yields medium-
integrity access.

• Calling process setup.exe will trigger auto-
elevation and may trick user into allowing UAC 
prompt, yielding high-integrity access.

• Recommendations:
• Even with UAC, don’t let users run as local administrators.
• Move user profiles, redirected folders, and home directories 

onto Windows 2008 Server as soon as possible.



KARMA Wireless Client Attacks

• Genghis Khan’s siege of Volohai all over again
• Wireless network security is fortified w/ WPA2 Enterprise
• Wireless clients still reach out looking for other networks
• Accept client’s association, compromise client, allow to rejoin 

secure wireless network, and attack from the inside

• KARMA exploits several weaknesses in Windows 
XP wireless auto configuration 
• Clients broadcast SSIDs in preferred networks list
• Most-recently joined hotspots have higher precedence than 

the secure corporate network that was first joined a long time 
ago



Wireless Auto Configuration 
Algorithm

• First, Client builds list of available networks
• Send broadcast Probe Request on each channel



Wireless Auto Configuration 
Algorithm

• Access Points within range respond with Probe 
Responses












































