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“Make sure you have
“appropriate authorization to
run these tools on your
network.
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Tools Covered in this Session

eEthereal eTCPView

eHex Workshop eCain and Abel

eNetScanTools Pro eHurricane Search

ePacket Builder eAida32 Auditor
(Everest)

eVisual Route
s LANGuard Network

eSecure USB Drive Scanner
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Ethereal

@)  Price: Free; distributed under the
GNU license

Link: www.ethereal.com

General: Protocol analyzer; requires
winpcap to run over W32
platform (available at
winpcap.polito.it
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Locate Network Faults, Clear Text
Passwords and Unencrypted Data

& virtual Office Password change in clear.enc - Ethereal o ]
File Edit Capture Display Tools Help
Mo, . |Time Source Destination Protocol |Info =
1 0.000000 1592,168.200.55  192.168.200,201 TP 1360 = http [SYN] Seg=l
2 0.00001a 192.168.200.201 1592.1a68.200.55 TCP http = 1360 [S¥M, ACK]
3 0 000103 192 168 200.55 152, 168.200.201 TCP 1360 > http [Ack] sSeqg=l.
4 0, 000337 E 68,200, 55 192,168, 200, 200 POST JShps/ssery ety
5N NRIZNE 167 1AS mr‘! 2182 1RR ?rm 55 T B bttn = 12AN Tark] san= 5 |
|-l | P
! Frame 4 (894 bytes on wire, 8% bytes captured) g
= ] =
[V o Uo Ol gl Jd g o i L - I - e LIHIE, WU R IE. J3E 1‘
0260 53 53 49 4F 42 49 44 3d 31 37 39 34 32 32 44 33 SSIONID= 179422F3
0270 35 38 42 45 39 36 33 38 37 41 37 3B 32 37 31 32 SBBESB3E FATFE2T1Z2
0280 45 43 30 37 37 43 42 38 3b 20 76 65 73 6% 74 73 ECS77CEE ; wisits
0290 3d 31 3b 20 75 F3 65 F2 49 64 3d 32 38 32 32 3b =1; user Id=282Z;
0z2a0 20 6e &f 76 65 6C AcC 73 63 73 73 6% 6f e 31 3d novells essjonl=
02ho 78 47 66 51 35 53 30 36 77 F¥ 45 42 41 41 45 42 ¥EF05506 wwEBAAEE
02ch 41 51 41 42 41 77 3d 3d 0d 0a 0d 0a 47 49 5F 49 AQABAw== ....GI_I
02d0 44 3d 25 37 42 42 30 38 44 39 36 33 30 2d 30 30 D=%7EBOS D99359-00
02e0 30 30 2d 30 30 46 35 2d 46 38 46 21 2d 37 44 37 Q0-00F5- FEF1-7D7F
02fo 35 43 30 41 38 43 38 43 39 25 37 44 25 33 41 31 SCOABCEC 9%7Dx3AL
0300 33 36 39 38 31 32 31 31 34 25 33 41 35 38 30 32 36981211 43348802
0310 34 32 34 33 34 20 61 63 74 69 af 6e 3d 63 68 61 42434&ac tion=cha
0320 6e A7 A5 50 8L 73 73 77 af 72 64 26 6f ac 64 50 ngerassw ord&oldp
0330 6l 73 73 77 6f 72 64 3d e6e &f 76 65 6 6C 31 26 asswords novelll&
0340 Ge 65 77 50 6L 73 F3 77 6F 72 84 31 3d Ge 6F 76 newPassw ordl=nov
0350 65 Ac Ac 26 Be BY 77 S0 &1 73 73 77 6T 72 A4 32 el l&newr assword?
0360 3d 6e 6F 76 65 6C 6c 26 63 68 81 6e 67 65 2e 7B =novell& change.x
0370 3d 34 36 26 63 68 61 62 &7 65 2e 79 3d 33 =d6&chan ge.y=3 i
Filter: ] _fl Feszet| Apply I File: %irtual Office Passward change in clear enc ]
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Hex Workshop

Price: US $49.95

Link: www.bpsoft.com

General: General hex editor; includes
Base Converter applet
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Open Suspect Files

H Hex Workshop - [bonus.exe] j I

File. Edit Disk Options Tools  SWindow  Help
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ffset: 00001373 [0x00000563]

jal

Ty

2B Signed Byte 0

BT Unsigned Byte O

IS8T Signed Shart 20224
IS8T Unsigned Shart 20224
3 2B Signed Long 44512
3¢HT Unsigned Long 544512
S4BT Sinnedd oA

AN 301127 2RE37 664

i

=

Saurce

| Count

| Target | courk

|4| 4 I }Ibl F\ l:ompnilrel,";< Checksutn )‘-\ Fing f

Ready

[offset: 00000563

[alue: 20224

|305658 bytes
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NetScanTools Pro

Price:

Link:

General:

US $199.00

www.hetscantools.com

Multifunction tool that
includes Wizard tool to help
trace back and identify a
device




TE - NetScanTools Pro 2004

File Wiew Help

=10l x]

J MetScanTools Fro Because you tieed to know what's out there, [tm)

“afeloome:

‘Butomated

Tools

- %, Tools (alpha order)

o B2 BRP

----- @ Conneckion Detection
----- & Database Tests

[ Dizplay Trojan Port Labels
[ Dizplay Full Process Paths

Dizconnect All TCP
¥ Enable Double Click TCP Disconnects

Metwork Statistics This feature is similar to the netstat’ command line function.

E,_ DHCP Server Discovery Feady.
_____ ¥ Firiger 5 S_tatistiu:s by Protocol
----- B, HyperTrans{DHS Yerify /ASN-TRR . @ IP
----- 'W IP Address/Country Mapping E ICMF
-~ IP Packet Yigwer E1 TCE
----- ;1';1 IPMAC Address Managemenkt _ --TJDP
----- AL Launcher Plefielnl M g s X
405 Mame Server Lookup 1] i o | Ll_l
""" 1§ Mt Topoaraphy - AutoRefresh TCPAUDP Connection Endpoint List
-0 B} MetBIOS Info-SharesiSystem Basics Endpaint List -
o B MEbRTOS Info-ddvanced Prqc&'ss: FID Frotocol Lni;al_ IP:Fort I;
.E§ MetScanner Befrezh Interal swchost, exe: 396 TCP 0.0.0.0:135{epnap)
----- z P 0sec | S¥otemw:s TCP 0.0.0.0:445(micros. ..
T!h?]’ 05 Fingatprinking METask.exe: 672 TCP 0.0.0.0:1025 (unknowm)
o E2 PN '__j— dyatem: § TCF 0.0.0.0: 1026 (unknowm)
----- Park Scanner spamkiller.exe: 12253 TCP 0.0.0.0:1027 (unknow)
----- Re REL Check spamkiller.exe: 1225 TCP 0.0.0.0:1029 junknowmn) =
----- Fr. RFC Referenice spamkiller.exe: 12258 TCP 0.0.0.0:1035 (unknou)
----- Fe. por Trfa ; _ILI spamkiller.exe: 12253 TCP 0.0.0.0:1041 (unknou)
-‘I I L atamkriller sawas 1228 TCR Ii n.n ITI-]I'I.{['?l'nﬁlr'r_'m'r.m'l_I;I
Orline. i d 4
Program Info_ 4 | »]

For Help, press F1

[ [T
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Packet Builder

Price: Free

Link: www.engagesecurity.com

General: Runs on winpcap; download .
rsb scripts (Packet Builder
was formerly called “"Rafale”)
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Test Flood Vulnerabilities

Z¥% Engage Packet builder

File Modules Mariagers Options Lan,guég_e Help

o [ 5

=2 k-

e

#WER I

Metworlk interface :
I‘l : Intel B255x-based |ntegrated Fast Ethernet j

[ Set a5 source IF [ Set as destiriation IP

= [ Ethemet ]

Specity destination (MaC) [ |
Specify source MAC] [ IDDDDSMFSU

“[IP
: s]‘c.un:elp': {10,421 Part: |1024
Destination IF: {10.7.1.1 Port: |53
Specify header size [ ] |5_ wd [bptes]
Type of service : IHoutine j

Specify tatal length. (] |28_

‘Specify identification [ ID_
Fragmentation ; DF ; ID: t ay Fragment j
rF ID: Last Fragrient :I

Offset : ID_ w8 TIL: |1233:

Frotocol: |17 : UDP =

Specity checksum [] ID

TCR UDP

I_EI [ Specify UDP checksum

icMp |

[ Data ]
Framfile [ | [:]
Test UDP packet stream, ..‘_I
—[ Commands | -
Mb of packets : |1EII:IIZ1 _,? Packet type ; ILIDF' ,‘rl SEMD .
—[ Scnpt ]

(] [ punscaiet

Status ; | Ready,
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Packet Builder

Price: Free

Link: www.engagesecurity.com

s#- General: Runs on winpcap; download .
@ rsb scripts (Packet Builder
""" was formerly called “"Rafale”)
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Secure USB Drive

Price: US $89-749

Link: Various
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Do you own a USB drive?

1. Yes

2. No

Audience Response
sponsored by TechTarget
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Have you ever stored confidential
information on that drive?

1. Yes

2. No

Audience Response
sponsored by TechTarget
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Find Evide.nce on a Hard Drive

8] Hurricane Search Professional Edition - 2. Trace Files' Attacks Captu

File: Wiew Fesults  Help

- C:ATrace FileshA&ttacks Captured - Matched 1507
- FTP-automated. cap - Matched 1

- ftp-crack.cap - Matched 1412

- hittp-bazic-authattempt. cap - Matched 51

- hittp-post-attempt. cap - Matched 26

- lowesan.cap - Matched 3

- lovezan_scrubbed. cap - Matched 3

- lwzan-hnneunnt-then-refuzed can - Matched 3

2

=

C:ATrace Fileshattacks Capturedy - Matched 1501
FTP-automated.cap - Matched 1

[00000431] - FOE-8P-Gzse- PASS abo@ 26 comibiil-'%
ftp-crack.cap - Matched 1412

Sl PP 331 Fa wu:urd required for admin. IE -

[EIEIEIEIEI?EIE] :-:F' e 331 F"asswu:urd required for admin. T
[00000781] - #7VK-=XP-D="-PASS mercunpllae(l- << =
| b g

Tewt  Binamy | I word Wrap | Binany ||: “Trace Fileshéttacks Capture |<E:-cp||:|rer File Azsociation:
00 42 00 00 00 OO0 00 00 00 00 00 00 00 00 Ol (EFFED] Sparns s (e e e :J
o0 00 oo oo o0 00 00 Q0 00 00 00 o0 o0 00 00 il i
0l 96 2C 3F A2 00 DO E9 Aaax AF 20 02 00 45 00 =7 DYE_ .E.

4d B0 06 72 B6

oo .

oo

. FE

30

00 00 00 00 00 00 00 00 00 00 00 80 00 00 00  ooiieee s
o0 00 00 00 00 OO0 OO0 00 OO0 00 00 DO 59 A3 AF i By
o0 0l 96 3C 3F A8 02 00 45 00 00 28 5E 2F 40 =37 E (ST ‘ﬂ
Diirectom: !E:HTrace Filestattacks Captured LI ﬂ Project: IDefauIt LI ﬂ [ Match Exact Caze
R 'L,ace Filez . g File Mask: Ix_x; LI ol T lbole swords
-] Accounting Attack [ Ratch Allwiands
-] art Search T_I,Ipe:_lFEeguIar Esprezsion ;I - st __t "
= ind first matc
i ir-l '&'tte_":ks Captured Search for |pass||:llast J _i
-] BrainShare L ¥ Search in Sub Dirs
-] BrainShare 2002 [ Replace I _I _! ¥ Seaich Zips and Jars
-{] BrainStorm I—I
) BucBea ﬂ &% Start Open | v Use Exclude List _}I
| | Fourd: 1501 | #Files: 8 | Searched: 13 | Time: 1.8
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TCPView

Price: Free

Link: www.sysinternals.com

General: TCP connection and UDP
endpoint tracking; tear
down connections
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Log Active Connections/Endpoints

55- TCPYiew - Sysinternals: www . sysinternals.com R | I:Ilil
File Options Process Wiew  Help

& a =

Frocess ¢ | Local &ddress | Flemote Address | State

& |EXPLORE.EXE:1340
|IExFLORE.E=E:1432
|IEXPLORE ExE:1 752

CHADWICK: 1192
CHADWICK: 1082
CHaADWICK 1338

H.H
e

Had

|E<PLORE.EXE:1752
|IExFLORE.E=E:1752
|[ExPLORE.E=E:1752
|ExPLORE.ExE:1752
|IEXPLORE.EXE:1752
|E<PLORE.EXE:1752
|E<PLORE .EXE:1752
|[ExFLORE.E=E:1752

CHADMWACK: 1343
CHaADMWACK: 1344
CHaDMWCK: 1345
CHADMWAACK: 1346
chadwick:1343
chadwick: 1344
chadwick: 1345
chadwick: 1346

CHADWICE:D LISTEMIMG
CHADWICE:D LISTEMNIMG
CHADWICE:D LISTEMIMG
CHADWICK:D LISTEMIMG

wisiy packet-levelc... ESTABLISHE
wiww packet-level.c.. ESTABLISHE
ey packet-levelc... ESTABLISHE
vy packet-levelc.. ESTABLISHE

CHADWICK: 1133
CHADWACK: 1333
chadwick:1333

chadwick:izakmp
CHADWCK: 1025
CHADWICK 1026

= services.exe: : : -
_1] | hléi

[EXFLORE.EXE: 520
IEXFPLORE.EXE 520
[EXFPLORE.EXE 520
lzazs. eme 236

RMST azk. exe:BEE
ervices. exe 216

BTG ekl et e ebe be bl e D e el

CHADWICK.D LISTEMIMG
21614216.242hHtp  ESTABLISHE

CHADWICK:D LISTEMIMG

Had
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Cain & Abel

Price: Free

Link: www.oxid.id

General: Read and clean protected
storage - other wonderful
tricks




Zain «2.5 betad? by mao s

i 1ol x|
File  Wiew Configure  Tools  Help

we |+o |k ¢ 2ezs i DmEFaOn23 010

|£ Protected Storage !_ LS8 Secrets !@ Metimork !ﬂ'ﬂ SniiffFer Ig Cracker I@ Tracerolte llﬂl (i ] ] I

Resource I setrnarme I Password ! Twpe I -
198, 173,244,532 | t M5 Outlook 2002 POP3 Account o
@ *address : Internet Explorer Form Autocomplete

{l *oo_exp [ Internet Explorer Form Autocomplete

ﬁg *co_Firsk_name L Internet Explorer Form Autocomplete

@ *ro_last_name 0 Internet Explorer Form Autocomplete

@ *oo_num : Internet Explorer Form Autacamplete

ﬁ_j_ * ik 3 Internet Explarer Form Autocomplete

@ *day_phone e Internet Explorer Form Autocomplete

@ *amail | Tnterpet Fenlorer Eoren Anikocomnlebe

@ *First_name.0 L

e — * Protected storage revealer
| @*First_name.z s

T » LSA secrets revealer

@ *Firsk_name L

Elrieroned | * PIX password calculator

& *last_name.1 0

Groiowe: Cisco Type-7 d decod
it pmez * Cisco Type-7 password decoder
@*Iast_name 0

5P c * VNC password decoder

@*user |

&)z f » Box revealer

@ bday :

®) e ; ' |« RSA SecurlD token calculator
ome é A datab d decod
&1 <ocnord : * ACCESS aatabase passwor ecodaer
@J‘aa,l‘acmunt,l‘retrievef... : TRACErner EXpIarer Form AUocampiers

@ laajaccountretrievef,,, b Internet Explorer Form Autocomplete

@ laajaccountfretrievef... © Internet Explorer Form Autocomplete

@ laajcustomerservice)...  # Internet Explorer Form Autocomplete

;ﬁj laajreservationfair/fi...  © E Internet Explorer Form Autocomplete

@ latagfcommerceforderf... Internet Explorer Form Autocomplete :J
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Aida32/Everest

Price: Free

Link: www.lavalys.com

General: Perform local and remote
system audits (software
and hardware)
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Audit
Local or
Remote
Systems

A 2 - Enterprise System Information i ﬂ[_ IEllﬂ

File ‘iew Report Audit Information License Web Plugin Help

G = &

#2023 v3.80

-8l Computer

[ Motherbosrd

Q Operating System

i Server
Display
B Muttimedia
-- Storage
-- Irpost
EI.,I"’ Metwwark

- Windowes Netweork
-8 PCl I POP Metwork

----- @ Met Resources
Internet
Routes

IE Cookie

IE History

Metzcape History
Opera History

- Direncts
- Devices
= Software

F Ao Start

- Scheduled
Installed Frugrams
----- Sy Licenses:

----- % Windoves Update
dd Artisvirus

----- ﬁ File Types

- Config

-4 Misc

[ Proou

Software

2 Adobe Acrobat KA
2 Adobe Nustratar A
é Macromedia Dreamyweaver Lty
é Macromedia Fireworks Py
é hicrozoft Internet Explorer PTCE!
&) Microsaft Office HEKT
() Microsoft Windows PTCA
& winzip 2327¢
1 | 3|
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Have you performed a vulnerability

scan on your own network?

. Yes 67%

. Yes, but it was lame
No

pwoN R

Not yet, but we're
planning on it

Audience Response
sponsored by TechTarget
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LANguard Network Scanner

e Price: US $295 and up

@ Link: www.gfi.com

<= General: Vulnerability scanner; OS
9 fingerprinting; port scanning;
locate open shares; locate cgi
script vulnerabilities;
patch/hotfix detection
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Locate Open Ports

Shares and Unpatched Systems on the Network

o GFI LANguard Network Security Scanner v{3.3) = |EI|5|
FI|E- Edt Wiew Zran Patches Tools  LaNguard Tr*aif Help
@ QI DEEAE -
293&293233393&3&39333[12[131_-ﬂ
I:.f" Tlme tD Iwe [TTL): 128 [128] - Same network, segment {39 39 38 4 28:44:38 1998 :
E| %TEF‘PDrts[S] 29 28 72 65 61 64 79 ZE 6D BA h)
. E-52) 21 [Low TCP parts | ready...
R & 220Bil FTP server [ersion wu-2 4 2-acaden | $---—==— (received 48 bytes)
@ 23[Low TCP ports | FF FB 81 8D 8a AC ﬁ? 6E 75 ¥8 28 32 2E
[ Linw 2,034 (Bil) ityp1) e Sinug .04
_______ B Billlogin 34 28 28 42 69 6[2_6[: 29 28 28 F4 T4 79
....... © 135[ Low TCP pors | vo At ed 3 (B11ly (ttypl)
&.-’-‘«Ierts[a 6D oA 6D OA 42 69 {n[: 6C 2l_] 6C 6F 67 69
6E 2A 28 ----B1ll login:
=0 FTP Alerts [1) ; ; Operating System : Linux
El@ WU-FTPD glabl] function errar handling hear |4 open port(s).
5----@ Description ; pozsible remote root Gathering banners ...
@] Bugtrag IDAURL : hitp:/sforceiss.net/s |29 — Telnet
=- ﬁ Service Alerts [1)
= %E Telnet gervice is 1unning Alerts probing ..
- [& Description : Thiz service is dangerouz b{Checking FTP Alerts ...
Checking DHS Alerts ...
Checking HMail Alerts ...
Checking Service Alerts ...
Checking RPC Alerts ...
Checking Miscellaneous ...
Checking Information ...
Scan completed in 11 seconds.
Ready
il | 2] Fe
Ready | [~
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VisualRoute

Price: US $49.95 and up

Link: www.visualware.com

9 General: Visual representation of
D, 4 traceroute operation; includes
whois functionality.
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Visual Trace Back

' ‘¥isualRoute 7.2a

File Edit Options Tools Help

=10l %]

Address |213.78.110.24

=P 1P Addresses|213.78.110.24

= M advanced mode

Report for 213.78.110.24

Z;

Analysis: IP packets are being lost past network "fprivate usel at hop 20, There is insufficient cached information to

determine the next netwark at hop 21,

s

Landan, UK

Hop [%Loss|IP Address  |Mode Mame Location [Tzone|ms  [Graph Metwork i
1] 12.234.13.202 |CHADWICHK g 01 ATET WorldMet Servit
1 1015801601 |- 30 (private use)

2 12.244 83,209 |- 11 ATET WoarldMet Servii
3 12244 BT.22 |- I ATET WoarldMet Sarvii
4 12244 B7.26 |- 13 ATET WoarldMet Sarvii
4 12244721594 |- 10 ATET WorldMet Servii
B 1212313158 |gbra-p30.sfeadip.a|San Francisco, CA, -08:M{12 ATET WoarldMet Servi
7 1212211.89 |thr2-p013501.sffca|San Francisco, CA, |-08:M[26 ATET WoarldMet Setvi
g 1212313194 |ggr2-p390.sffcalip. |San Francisco, CA, ||-08:m{22 ATET WorldMet Searvi
4q 209.0227.29 |so0-1-1-0.edgel.5a|San Jose, CA LEA |-08:M[16 Level 3 Communicati
10 208244 3137 |50-5-0-0.gar1 . San.|San Joge, CA LA |-08:M{12 Level 3 Communicati
11 BF4.159.1.73 z0-7-0-0.mp1 . San.|San Jose, CA, UISA [-08:0017 Level 3 Cammunicati
12 B4 1591134 |s0-1-2-0.bbr2 Mew |Mew York, MY, LA |-05:M{84 Level 3 Cammunicati
13 2121871281 50-2-0-0.mp2 Lonc|London, LIk i 1463 Transatlantic cahble s
14 2121871311 |gige9-0ipeolo2 Lo * 1561 2nd Londaonl Gatews -

[
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Conclusion

® There are great inexpensive tools for IT
professionals

® Ensure you have permission before using
these tools on the company network

® Send me your tools list!
Ichappell@packet-level.com




