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SAP" Security: A Framework
for Successful Implementation

Editor’s note: In today’s SAP
environment, security is not
about locking the door behind
us. It’s about developing and
implementing an overall strate-
gy that protects the system from
misuse and provides the right
level of access to the right users.
SAP provides a high level of
security functionality, but it’s up
to us to put it to work. To get us
on the right track, Basis Editor
Joey Hirao has developed a
step-by-step guide to the proper
implementation of SAP security.
This article is a great outline for
those who are mounting or
revamping their SAP security
strategy, but it will also be
of interest to those readers who
are already up and running
and want to compare their
own installation to Joey’s “best
security practices.”

Purpose

Security is an integral part of
all SAP  implementations.
However, the importance of
security is often overshadowed
by the business functionality
and process improvement the
SAP implementation intends to
achieve. Security is most likely
not the reason why an organiza-
tion implements SAP, but a
poorly designed and implement-
ed security model will become
the Achilles heel - to the overall
success of software delivery.
This document will describe a
framework for a successful
implementation of SAP security
during the course of the SAP
implementation.

Overview

Security in itself is not neces-
sarily an independent action
within an implementation. In
reality, during the course of
developing the business require-
ments and parameters for the
SAP software, the actual role and
function of security are formulat-
ed. Security becomes an effective
and useable function only when
the business requirements, exist-
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software delivery

ing security rules, and internal
controls are merged to form a
comprehensive  SAP  security
strategy. Under this model, secu-
rity definition becomes a defini-
tive deliverable in conjunction
with defining how SAP will fune-
tion within the organization. The
next section illustrates an SAP
security implementation plan. It
summarizes the deliverables as
well as the detailed tasks required
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for implementation. This is a
generic model that can be adapt-
ed to fit within the various SAP
implementation methodologies
developed by SAP and other
implementation partners. The
specific procedures covered in
this document come from an SAP
4.0C system.

The outline below captures, in
chronological order, the key mile-
stones for a security implementa-
tion, separated into generic secu-
rity tasks and specific tasks asso-
ciated with roles creation.

1. I'irst Steps
e Activate Profile Generator
® Secure SAP system
® Define security policy
- Password rules
- Session rules
- Logging rules
- User termination rules
- User id naming convention
- Role naming convention
- Profile naming convention
- Output  device naming
convention
® Define rules for securing
custom objects
Define standard for batch
users
Identify process for modify-
ing security roles and users

e Define periodic audit
requirements and tasks for
security

® Define periodic security jobs

2. User roles
e Named user identification
¢ Roles definition
¢ Roles creation
* Role testing
* Role delivery
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Figure 1. SAP Security Model
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Conclusions

This security implementation
outline is intended to aid secu-
rity team leads, as well as SAP
project managers, during an
SAP implementation. We've
highlighted the important mile-
stones and tasks that need to be
included in the implementation
project plan. Since all imple-
mentations are different, use
this as a model to develop and
plan your own security imple-
mentation. The concepts of
planning and standards prolif-
erate throughout this document.
Standards and planning are

important in any technical
implementation; it is especially
so with SAP. Since everything in
SAP is so intertwined, undoing
or redoing something after
the fact can prove to be impos-
sible or terribly painful. A little
thought up front will save
vou loads of grief. As a wise
man once told me, “Prior
planning prevents piss-poor
performance.” Planning and
consistent execution are the
ingredients of a successful
security implementation.
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