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Beat Back the Botnets

The Automation of Computer Network Attack

David Dittrich
The Information School/
Center for Information Assurance and Cybersecurity
University of Washington

Overview

� Where did “bots” come from?

� How do they work?

� How botnets are built

� How are they used for attacking?

� How do you defend against them?

� Botnets in action!

Where did “bots” come from?



2

IRC chat (IRC chat (mircmirc client)client)

http://www.irchelp.org/irchelp/ircii/ircii.gif

IRC commandsIRC commands

http://www.newircusers.com/ircmds.html

DCC commandsDCC commands

http://www.newircusers.com/ircmds.html
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Internet relay chatInternet relay chat

http://www.newircusers.com/network.html

IRC botsIRC bots

http://www.irchelp.org/irchelp/misc/botfaq.html#1

Original (benign) uses for botsOriginal (benign) uses for bots

� Keep track of channel users

� Transfer files automatically

� Enforce kick/ban lists of “bad” users

� Protection from channel takeovers
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How do bots work?

“Net split” attack (before)“Net split” attack (before)

Owner

“Net split” attack (after)“Net split” attack (after)

Owner

Attacker

DDoS
Attack
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“Net split” attack (defense)“Net split” attack (defense)

Owner

Bot

Bot

Bot

Bot

EggdropEggdrop configconfig filefile

Encrypted communicationsEncrypted communications
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My how these bots have grown…

High

Low

1980 1985 1990 1995 2001

password guessing

password cracking

exploiting known vulnerabilities

disabling audits

back doors

hijacking 
sessions

sniffers

packet spoofing

GUI

automated probes/scans

denial of service

www attacks

Tools

Attackers

Intruder
Knowledge

Attack
Sophistication

“stealth” / 
advanced scanning 

techniques

burglaries

network mgmt. diagnostics

distributed
attack tools

binary encryption

Source: CERT/CC

Attack sophistication vs
Intruder Technical Knowledge

Increasing attack sophisticationIncreasing attack sophistication

1998

ConvergenceConvergence

Service
Proxy

Scanning/
Exploitation

Remote
Control

Data Theft

Anti-Forensics
Anti-Debugging

???

!!!
Spam

Delivery

DDoS
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Early Bot features (1994)Early Bot features (1994)

� Channel controls

� Simple file transfers

� Password protected back door

PrettyPark.exePrettyPark.exe (1999)(1999)

� Email worm/trojan

� Connects to 1 of 13 IRC servers

� Serves as remote access trojan (RAT)

� Rumored to have spam delivery features

KaitenKaiten
bot bot 

(2001)(2001)
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W32/Leaves (Summer 2001)W32/Leaves (Summer 2001)

� Harvests hosts compromised with SubSeven trojan

� Advanced use of encryption

� Synchronizes clocks!?!

Power bot (August 2001)Power bot (August 2001)

� Scans, compromises, proxies, DDoS

� Implements reflected DDoS

� Witnessed

• 9,106 systems compromised

• 40 hosts pushing 50Mbps continuous for >2 hours

Agobot/PhatbotAgobot/Phatbot (2004)(2004)

http://www.lurhq.com/phatbot.html
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Agobot/PhatbotAgobot/Phatbot (2004)(2004)

AgobotAgobot NetBIOS password listNetBIOS password list

admin, Admin, password, Password, 1, 12, 123, 1234, beer, !@#$, asdfgh, !@#$%, 
!@#$%^, !@#$%^&, !@#$%^&*, WindowsXP, windows2k, windowsME, windows98, 
windoze, hax, dude, owned, lol, ADMINISTRATOR, rooted, noob, TEMP, share, r00t, freak, 
ROOT, TEST, SYSTEM, LOCAL, SERVER, ACCESS, BACKUP, computer, fucked, gay, idiot, 
Internet, test, 2003, 2004, backdoor, whore, wh0re, CNN, pwned, own, crash, passwd, 
PASSWD, iraq, devil, linux, UNIX, feds, fish, changeme, ASP, PHP, 666, BOX, Box, box, 
12345, 123456, 1234567, 12345678, 123456789, 654321, 54321, 111, 000000, 00000000, 
11111111, 88888888, fanny, pass, passwd, database, abcd, oracle, sybase, 123qwe, fool, 
server, computer, Internet, super, 123asd, ihavenopass, West, godblessyou, enable, xp, 23, 
2002, 2600, 0, 110, 2525, newfy, 111111, 121212, 123123, 1234qwer, 123abc, 007, alpha, 
1776, newfie, patrick, pat, administrator, root, sex, god, foobar, 1778, a, aaa, abc, test, 
temp, win, pc, asdf, secret, drugs, qwer, yxcv, zxcv, home, xxx, owner, login, Login, west, 
Coordinatore, Administrador, Verwalter, Ospite, administrator, Default, administrador, 
admins, teacher, student, superman, wmd, supersecret, kids, penis, wwwadmin, database, 
changeme, dope, test123, user, private, 69, root, 654321, xxyyzz, asdfghjkl, mybaby, 
vagina, pussy, leet, metal, work, school, mybox, box, werty, baby, porn, homework, 
secrets, x, z, bong, qwertyuiop, secret, Administrateur, abc123, password123, red123, 
qwerty, admin123, zxcvbnm, poiuytrewq, pwd, pass, love, mypc, texas, Texas, Washington, 
washington, Tennessee, tennessee, jackdaniels, whisky, whiskey, azerty, poiut, mouse, 
ordinateur, souris, imprimeur, cederom, cédérom, bière, biere, moonshine, athlon, oil, 
opteron, écran, ecran, reseau, carte, merde, mince, ami, amie, copin, copine, 42, harry, 
dumbledore, hagrid, potter, hermione, hermine, gryffindor, azkaban, askaban, cauldron, 
buckbeak, hogwarts, dementor, quidditch, madre, switch, mypass, pw, NULL

Relationship to DDoSRelationship to DDoS

(Dates approximated)
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BotnetBotnet used for DDoS attackused for DDoS attack

Advances in C2 & security featuresAdvances in C2 & security features

� Encryption of communications

� Use of Peer-to-Peer

� “Swiss Army knife” feature set

� Polymorphism and Anti-Anti-Virus

� Anti-forensics/Anti-debugging

Numbers (that are public)Numbers (that are public)

10,000*2001Power

1,500100s2001Knight

5,000100s1999Trinoo, Stacheldraht

LargestTypicalYearProgram

23,000*2001Leaves

750,00010,000s2004Agobot/Phatbot

140,0001,000s2003Sdbot, gt-bot, Deloder
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How are botnets built?

“It takes “It takes malwaremalware…”…”

Strategies in Strategies in botnetbotnet creationcreation

� Learn about IRC commands and features

� Choose a bot or “blended threat” kit

� Get access to some computers
• Trade for CCs, other hosts/accounts, or buy
• Use a virus, trojan horse, or other “sploit”
• “War drive” to find free wireless access

� Herd your bots

� Try to keep someone from finding/stealing them
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BotnetBotnet used for recruitmentused for recruitment

Bot propagationBot propagation

“Trends in Denial of Service Attack Technology,” 
http://www.cert.org/archive/pdf/DoS_trends.pdf

Growth of Growth of botnetsbotnets
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Growth of Growth of botnetsbotnets (cont)(cont)

Download & execute functionsDownload & execute functions

Malicious use of bots and how to respond
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Phases of Phases of botnet/DDoSbotnet/DDoS attacksattacks

� Phase one: “own” a [bleep!]-load of computers!

� Phase two: use them to attack others

• DDoS

• More “owning”

• Anonymity while doing crimes

The new spammersThe new spammers

…… and fraudstersand fraudsters
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The new gangstersThe new gangsters

Assoc. of Remote Gambling Operators Assoc. of Remote Gambling Operators 
(ARGO)(ARGO)

� US$73M paid in extortion in 2004

� US$10K - $40K per attack (some 
multiple)

� Each attack lasts hours to > 1 week

� 518,000 “computers” used in one attack

� 3 arrested in July 2004
• By following the $$, not by traceback

• Several gangs still active worldwide

“Gambling Sites, This Is A Holdup: Organized criminal hackers threaten 
to paralyze their networks if they don't pay up,” Business Week,
http://www.businessweek.com/magazine/content/04_32/b3895106_mz
063.htm

Phatbot DDoS attack methodsPhatbot DDoS attack methods

� Two types of SYN floods, UDP & ICMP

� “Targa” 

(random IP protocol, fragmentation, and frag offset)

� “Wonk” 

(one SYN packet followed by 1023 ACK packets)

� HTTP 

(single GET w/delay in hours, or recursive GET)

� Many attacks support various spoofing 

(/16, /24 or all 32 bits)
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Lee Walker
“sorCe”

(10,000 bots)

Jay Echouafni (37), CEO
Orbit Communications Corp.

(Satellite TV Retailer, MA)

Johnathan Hall
“rain”

(5,000 bots)

Josh Schichtel
“emp”

(3,000 bots)

Paul Ashley (30), Net Admin
CIT/FooNet 

(Web & IRC Hosting, Powell Ohio)

Richard Roby
“Krashed”

(20,000 bots)

(Fee:  free accounts and access)

$1000

RapidSatellite Expert Satellite
LexiconnRackSpace

Speedera
Distributed Content

Akamai
Distributed Content

Weaknees

SYN flood // HTTP flood attacksImage File
downloads Search Engine attack

Purchased by Echouafni
2/04

http://www.reverse.net/operationcyberslam.pdf

“Ago”
Agobot

Graphic courtesy of
Kirk Bailey

Strategies in Strategies in botnetbotnet defensedefense

� Learn about IRC commands and features

� Learn about bots, DDoS, other malware

http://staff.washington.edu/dittrich/misc/ddos,and book

� Gain data collection and analysis skills
• Host forensics
• Network forensics
• Reverse engineering, programming, scanning, etc.

� Analyze traffic flows, patterns

� Key goals: Identify structure and C2 methods

Weaknesses in Weaknesses in botnetsbotnets

Recruitment/
Herding

Command/
Control

Scanning/          
Attacking         



17

How bot herders attempt to evade How bot herders attempt to evade 
detectiondetection

� Conceal malware on hosts

� Obfuscate bot host names in C2 traffic

� Tactical botnet herding

� Advanced features

Concealment on hostsConcealment on hosts

� Rootkits

� Window hiding (old mIRC bot trick)

� Packers and “Cryptors” 
(http://www.woodmann.com/crackz/Packers.htm)

� NTFS alternate data streams 
(http://securityfocus.com/infocus/1822)

Obfuscation of bot host namesObfuscation of bot host names

� dR-Xl33ch408@IRCSoulZ-24267.vt.edu

� dR-Amazing-11@201.129.63.IRCSoulZ-11894

� [uNi]-Gangsta-047@29655c0f.2486bca.dhcp4.washington.edu

� [AC]Codec@1f49225e.385a42df.297f4433.27ad84c0.IP

� tMp-C031@WarezX.biz

� [w4a]-050@455216627A4331AD666E4E0E7E1x
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Tactical Tactical botnetbotnet herdingherding

� Dynamic DNS to point to servers

� Channel hopping

� Server hopping

� Code swapping

� Redirection or feedback via HTTP

� Combine the above

Advanced bot hardeningAdvanced bot hardening

� Detection of virtual machine use

� Detection of debugger use

� Defeat ptrace

� Binary encryption

� Encryption of C2

(Reverse Engineering skills helpful)

How to identify and dismantle botsHow to identify and dismantle bots

� Identify your role in botnet

� Identify C2 traffic, channels, nicks

� Identify vulnerability being exploited and malware being 
used

� Produce detailed report (and preserve evidence)

� Enlist cooperation of other sites in cleaning up bots, 
handlers, caches, etc.

� Report to CERT/CC and federal law enforcement
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Identifying your role in a Identifying your role in a botnetbotnet

� Two phases of attack
Phase 1: Massive ownage

Phase 2: Mayhem

� Stepping stone?

� Handler?

� Agent?

� Victim of secondary attack?

Prototypical IRC Prototypical IRC botnetbotnet

Reflected DDoS attackReflected DDoS attack
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Network monitoring pointsNetwork monitoring points

Putting it togetherPutting it together

� Need to get
from Site E
to Site A

� Speed is
essential

� Cooperation 
required

� Accurate data
a must

I’m not a network engineer …I’m not a network engineer …

… nor do I play one on TV.  But if you are:

� “ISP Security: Real World Techniques,” by Gemberling, 
Morrow & Greene 
http://www.nanog.org/mtg-0110/greene.html

� Team Cymru web site
http://www.cymru.com

� “Managing the Threat of Denial of Service,” CERT/CC 
http://www.cert.org/archive/pdf/Managing_DoS.pdf
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Botnets in action

NmapNmap scanscan

Services provided by botServices provided by bot
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Feedback to attacker!Feedback to attacker!

“My” IP address!

Other compromised hostsOther compromised hosts

Speed testSpeed test
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Speed testsSpeed tests

AnalysisAnalysis
ofof
speedspeed
testtest

Scanning with PhatbotScanning with Phatbot
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The victims…The victims…
� "Politehnica" University of Bucharest, Hungary

� Aachen University of Technology, Aachen, Germany

� Academic Medical Centre, Amsterdam, The 
Netherlands

� Albert-Ludwigs-Universitaet Freiburg, Germany

� Czech Technical University, Prague

� Fachhochschule Albstadt-Sigmaringen, Germany

� Fachhochschule Augsburg, Germany

� Fachhochschule Esslingen, Germany

� Fachhochschule Konstanz, Germany

� Fachhochschule Worms, Germany

� Hochschule fuer Technik, Ulm, Germany

� Hogeschool Brabant, The Netherlands

� Hogeschool Rotterdam & Omstreken, The 
Netherlands

� Hogeschool van Amsterdam, The Netherlands

� Hogeschool van Utrecht, The Netherlands

� Humboldt-Universitaet zu Berlin, Germany

� Johann Wolfgang Goethe-Universitaet Frankfurt, 
Germany

� Philipps-Universitaet Marburg, Germany

� Physikalisch-Technische Bundesanstalt, Germany

� Rechenzentrum der Universitaet Jena, Germany

� Technische Universitaet Berlin, Germany

� Technische Universitaet Dresden, Germany

� Universitaet Augsburg, Germany

� Universitaet Bamberg, Germany

� Universitaet Bremen, Germany

� Universitaet Duisburg-Essen, Germany

� Universitaet Karlsruhe, Germany

� Universitaet Konstanz, Germany

� Universitaet Muenster, Germany

� Universitaet Oldenburg, Germany

� Universitaet Stuttgart, Germany

� Universitaet Wuerzburg, Germany

� Universite de Fribourg, Switzerland

� Universite de Liege, Belgium

� Universite de Valenciennes, France

� Universiteit van Amsterdam, The Netherlands

� University College London, UK

� University of Applied Sciences, Weingarten, Germany

� University of Cooperative Education, Mannheim, Germany

� University of Cooperative Education, Ravensburg, Germany

� University of Cooperative Education, Stuttgart, Germany

� University of Hamburg, Germany

� University of Innsbruck, Austria

� University of Liverpool, UK

� University of London, UK

� Westsaechsische Hochschule, Zwickau, Germany

Collateral damage…Collateral damage…
� Amsterdam Airport Schiphol, The Netherlands

� DESY Zeuthen, Germany

� DeTeLine GmbH, Berlin, Germany

� Dr. Ing. h.c. F. Porsche AG, Germany

� Dutch Railways Network, Utrecht, The Netherlands

� EDS International B.V., The Netherlands

� Materna GmbH, Dortmund, Germany

� Ministerie van Binnenlandse Zaken, The Hague

� Ministerie van Sociale Zaken en Werkgelegenheid, The Hague

� Saudi Online Network, Riyadh, Saudi Arabia

� Shell Information Technology International, SA Telecom

� Siemens AG, World Headquarter, Munich, Germany

� Swisscom Fixnet, Berne, Switzerland

� Swisscom IP-Plus, Berne, Switzerland

� Unilever Research Laboratorium, The Netherlands

� Unilever Research Vlaardingen, The Netherlands

ProxyingProxying IRC trafficIRC traffic
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ProxyingProxying IRC traffic (2)IRC traffic (2)

ProxyingProxying IRC traffic (3)IRC traffic (3)

Harvesting product keysHarvesting product keys
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Uptime of botsUptime of bots

UptimesUptimes

Thanks and questionsThanks and questions

� Contact: Dave Dittrich
IA Researcher
The Information School/
Center for Information
Assurance & Cybersecurity

dittrich(at)u.washington.edu

http://staff.washington.edu/dittrich/


