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ExchangeGuy Consulting

Email Systems for 20+ Years I ExchangeGuy @

Everything Exchange

- Architecture, Migration/Upgrades, Security,
Guidance,

ISV Advisor, Strategy, Testing, Whitepapers,
Reviews

Trainer, Author, Speaker, User Groups, MVP
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Agenda

Exchange 2003 Security

Security Fundamentals of Exchange 2007
Additional Security

Expanding Servers and Protocols
Microsoft in the Security Space
Questions



http://www.go2pdf.com

D"J J . - r,

SCORITY 7 (© Starchsecurity.com INFORMATION DECISIONS

-

Internet Perimeter Your network

DMZ
\
SSL C IPSec
'@ -or- o
VPN Xcnhange
2003 Ay
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AD DC/GC

Exchange
Routing Groups

Front-End
(1S, SMTP, AD, OWA,
OMA, EAS, RPC/HTTPS)

External
Clients
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Exchange 2003 Security

Concerns with Exchange in the DMZ
* Port 25, TLS Difficult, Other Ports

« Active Directory in Perimeter

« 1S Exposure, patches, etc.

Internal Communications Between Servers

Installed, Appliance, and/or Hosted

Violation of ABM Treaty
« Everything else goes here....
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I Exchange Server 2007 I Exchange Server 2007
Edge server server

Perimeter Intranet

Wiriclows Server

Exchange Server 2007

Edge Transport

| Unified
I essaging
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Exchange 2007 and the Perimeter

Internet  Perimeter  Your network AP DC/GC

DMZ

Edge SMTP age 2007
No FE/CAS in DMZ laitbox, Transport,
No IIS Unified Messaging
No Active Directory Roles
External Internal )
Clients

Clients 2EAa\S
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No Client Access Server
Role In Perimeter

Was Exchange 2003 Front-End Server
. -ActiveSync

Extra Protection for 11S and AD
Reduce Open Ports on Internal Firewall

Most IPSEC Tunnels Done Wrong,
or Non-Existent

HTTPS Through The Firewalls...
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* No connection to Active Directory required
« EdgeSync pushes AD data out to Edge servers

Supports Internet MTA features
* Address Rewrite, Smarthost

« Automatic TLS, Internal and External

Resilient to Internet floods and attacks

« Exchange anti-spam, Built in resilience
 Managed code, No IIS

ISV Solutions on Edge
Edge is Optional
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Sender Reputation Services

IP Reputation Service and Protocol Analysis

« Sender Reputation built from Hotmail data

® DiStributed V|a. Threshaold Action

YWhen the zender reputation level block threzhold is exceeded, add the sender to

M | C rOSOft u p d ate the [F Block lizt for the fallowing duration [hours]:

24 =

General Sender Confidence I,.-_*.,.;ti.;.nl

packages
?a Also learns from

con nectlons and @ An open proxy test ties to connect to the senders onginating |F addrezs with

an SMTP request. If the Microgzoft Exchange Edae Transport zerver receives
an SMTP request through known open prosy portz and protocols, the sender

messages that are seen iz conzidered an open proxy and a potential threat, and the zenders zender
reputation level is adjusted accordingly.
on the local server
?a Builds server local reputation and blocks targeted spam attacks
- Based on average spam rating
= Open proxy checks

e Protocol anomalies
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Transport Rules and

Compliance Folders L— i —

Transport rules
o Inspect and take action

encrypt, route
Flexible erMail retention
Multi-mailbox search for
discovery
Retention rules
Granular journaling

Third party opportunity

Are You Surre You Waink Te Send That B
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Data Protection (LCR/CCR/SCR)

Backup for Availability '

§ Copies of Exchange Databases (CDF r ‘
§ Transaction Log Shipping

LCR - Local Continuous Replication i &

§ Same server, different disk/array

CCR- Cluster Continuous Replication

§ Storage- Shared Cluster Storage SCC
—or- Not Shared Cluster MCC or MNS

§ Stretch Cluster MCC/MNS, Longhorn Server*
In SP1... SCR — Standby Continuous Replication
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Anywhere Access = m
Universal Inbox L\'.Ngq

Unified messaging

& Emall, voicemalil and
fax to inbox

@ Voice access from
regular phone

3 New » lJJ . Jj _', o Find R | g Reply ‘ Reply to All [ Forward
= 8| Ty ‘Play on Phone’
L* — action from OWA Ul

Arranged by: Date ~ Newest ontop Exchange Voice Message (17 sec
o Al 425.702-1490 (David Fong)

TODAY
e Sent: Thursday, November 18, 2004 4:04 PM
-] ' 6:05 PM To: D) Schwend
Special lcons |, ﬂ

3 View 543 Attachments: (=) voicemad.wav (105 KB)

o | = = =
4 Alvin Mok 441PM ¥

' g chnt q\i_l)-:) (L S sl 00.031

| 425-702-1490 (David Fong ) 4:04 PM

@ Exchange Yoice Message (17 seconds) Audio notes: | Typing here in order to take notes whie kstening to & voicemail message works effectively
S " b ipient wel: the field onkent is added, When the hosed
Fotcor O st vt et et s peded e by S O Speech_enab|ed
4 Michael Faoro 346 ¥
gt U SRR You have received a voice message. t tt d t
@ KE ¥
On Voicemail

@ VoIP to SIP PBX
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Managed service

with anti-spam,
antivirus, policy

filtering and ] — g
disaster recovery %—> = §

Microsoft IT uses
for some
subdomains

Can also be used
for outbound
emaill
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Sybari

Multiple Scan Engines

 Microsoft, Norman, CA, AhnLab, Authentium,
VirusBuster, Kaspersky, Sophos

Single Management Platform

« Updates, Reporting, System Center (MOM) Management
Pack, etc.

ForeFront
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Exchange 2007 SP1

Added security and email protection

e Military and government security needs

Introduces new functionality and new scenarios
e Standby Continuous Replication (SCR)

Extends functionality and increases accessibility
e Public folder administration and PF OWA access

* More...

S/MIME back in OWA
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Questions?

LeeB@ExchangeGuy.com
www.ExchangeGuy.com

Exchange User Group
www.ExchangeServerBoston.com

[~| ExchangeGuy @8
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