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Challenges with status quo



Remote offices difficult to back up



Impossible to meet some requirements 

with really large databases and 

filesystems



Not possible to restore two systems to 

the same point in time



Physical media leaving the facility is open 

to theft or loss
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What’s creating the challenge?



It’s simply the concept of copying everything from A to B 

to back it up, and copying everything from B to A to 

restore it.



Backing up whole files when we know that only one byte 

has changed



Full backups when we know that very little changed



Full restores, when only a few bytes actually needs to be 

put back in place



We back up the same file 100 times it’s in 100 locations
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So what’s needed?



No more full backups ever – synthetic or 

otherwise



No more full-file incrementals – transfer only the 

changed



Eliminate redundant blocks of data where we 

can



Store it all in a way that doesn’t impact restore 

performance



Possibly store it in a way that allows instant 

restores
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Summary of new technologies



Snapshots and replication

–

Virtual copies that become physical copies



Continuous data protection

–

Back up files every single time they change



Data reduction backup

–

Eliminate redundant blocks wherever we can
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It’s all about the requirements



RTO - recovery time objective 



RPO - recovery point objective



Backup window & impact



Synchronicity - The need to restore 

multiple servers/apps to same point in 

time
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Snapshots 



Virtual copies vs physical copies 



Usually rely on primary storage 



Copy on write vs redirect on write



Pros/cons 
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Replication 



Host based 



Application based 



Storage array based 



Switch/appliance based 



Snapshots and replication together 



Pros/cons 
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Continuous data protection systems 



Replication with a back button 



Copies only changed bytes like replication



Can go back to any point in time, not just 

to particular snapshots



Can create snapshot view of any point for 

instant recovery purposes



Pros/cons 
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Data reduction backup systems 



Delta-block incrementals 



Redundant block elimination 

–

Per system 

–

Across multiple systems



Data reduction at the target



Data reduction at the source



Pros/cons 
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Remote office backup

Optional Local 

Recovery 

Server

Clients to be 

backed up

Remote 

Office

Central

Datacenter

Optional

Tape

Archive

“Remote”

Recovery

Server

Replication, 

DRB,  or CDP 

backup

Replication

Client-side 

snapshots

(if any)
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Summary



All three transfer only changed blocks, 

making them great for remote office



All three can often present a point in time 

to use read/write while recovering the 

“real” disk



Use appropriate caution when moving to 

a startup data protection vendor
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The future 



Control of alternate backup by traditional 

backup vendors



More and more disk 



Smarter VTLs 



B/u software smarter with disk 
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Resources

Coming Soon:

Practical

Data

Protection


