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A backup is when you protect your 

data by copying it from the original 

source to a different destination 

–

hopefully one that is geographically 

“disperse” from the source
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Backup Process

o

Examining what to back 

up

o

Making a Copy

o

Secure Transfer

o

Versioning and Storage

o

Compression

o

Catalog Creation

o

Restoration
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Backup Components

o

Source

o

Media

o

Catalog
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The Backup Catalog/Index

o

What It is

n

It is a record of everything 

that you backed up, 

n

during each backup session,

n

where that information is 

stored within the tapes,

n

and the tape that the 

information is on

o

Where It Is Stored

n

Within a disk

-

based backup, 

it is normally stored on the 

media

n

Within a CD

-

based backup, 

it is normally stored on the 

media

n

Within a tape

-

based backup, 

it could be stored on the 

media or on the backup 

computer
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Calculating space for Catalogs

o

You can safely predict catalog size 

and storage requirements by using 

the following calculation, where 

N

= 

number of files, and 

I

= instances of 

any given file.

n

(N * 128 bytes) + (I * N * 40 bytes) 

or

n

(100,000 * 128) + (25 * 100,000 * 40)

= (108 MB)
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To Tape AKA Recycle Backups

To Disk AKA Mirrored Backups
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Full Backups to tape

o

Ensure that the 

most data is 

gathered at one 

time

o

Take the longest 

time to complete

o

Restore the 

quickest
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Full Backups to disk/volume

o

Ensure that the most 

data is gathered at one 

time

o

Take the longest time 

to complete

o

Can base 

“

retention

”

on time or copies

o

All restores from disk 

are quick
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To Tape AKA Normal Backups

To Disk AKA Normal, Change File, 

Evolutionary
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Incremental Backups to tape

o

Take the longest 

time to 

restore

o

Take less amount 

of tape than full 

backups

o

You have to use 

more care when 

selecting restores 

from the catalog
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Incremental Backups to disk 

-

1

o

Files are moved 

from the source to 

the destination, and 

stored in 

“

native 

file format

”

within 

a directory system
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Incremental Backups to disk 

-

2

o

A Very Large File, 

or Database Object 

is created to store 

the backups

o

Data is moved from 

the source to this 

file or database 

object
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Incremental Backups to disk 

-

3

o

Data is moved from 

the source to a set 

of proprietary 

format files
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[image: image15.wmf]Differential Backups

Back up all files created or modified 

since the last full backup, comparing 

the file’s mod. date to that of the 

modification date stored during the 

last full backup.
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Differential Backups

o

Data is 

moved based 

on its 

modification 

date as 

compared to 

the last full 

backup

o

Restores 

faster than 

incremental
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Full Document vs. Changes

o

Full Document moves 

the whole document

o

Changed Based only 

moves parts

n

Delta Block Backup

n

Fast Bit Patching
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Coming up in lesson two

o

Backup media

o

Tape formats: 

DLT, LTO, AIT

o

Types of drives

o

Costs of the 

media
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Full Backups to tape

		Ensure that the most data is gathered at one time

		Take the longest time to complete

		Restore the quickest
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Full backups to tape work a bit differently than full backups to another volume.

For simplicity’s sake, we are going to look at two computers with only a couple of files.

In this scenario, the backup administrator is backing up two computers to a full backup each day for five days.

On day one computer A has created two files (a Word and a FrameMaker file) and computer B has created one file (a picture). Therefore, on day one, the full backup contains three files.

On day two, computer A changes one of its files (the Word file), and computer B creates a new file (A DreamWeaver file). Day two’s full  backup will have computer A’s newly modified Word file, its original FrameMaker file, computer B’s picture and its DreamWeaver file.

On day three computer A creates a PDF and computer B copies the FrameMaker file from computer A. Because the FrameMaker file is already being backed up as a part of computer A’s backup process, only a pointer is needed when backing up computer B. There are now a total of five files in the full backup.

Days four and five only have computer A and B changing files, so therefore there are only five total files in the full backups for days four and five.

-

As we show here, each time a full backup is performed, all of the files created by the computer are backed up from first to last.

If you have a large volume that’s jam packed with files, that can take quite some time.
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Incremental Backups to disk - 1

		Files are moved from the source to the destination, and stored in “native file format” within a directory system
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Let’s examine our test scenario to see how it would be backed up during a changed-file backup and where the files would be stored on a hard drive or rewriteable CD/DVD.

What happens with changed file disk-to-disk backups reminds me of a magic show. There, what you see is what the magician wants you to see (the good-looking brunette who replaced the elephant didn’t really just appear there). The same is more or less true with disk-to-disk backups: When you look at the backup destination, you might see all of your files up to date, but what you don’t see is the files’ real hierarchical format. In our diagram, we show what a real structure looks like during a disk-to-disk changed-file backup operation.

On the left is the original hard drive with its data in two directories (one inside the other). On the right is the original backup, where all of the files were moved to the backup location because that’s what happens the first time a backup of this type is run. In the middle are the files that changed since the first backup.

Since looking at something like this is confusing (it confuses even me), most backup software applications mask this and show you a single directory structure as you’d normally encounter it—and that’s a good thing for our meager brains.
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Incremental Backups to disk - 3

		Data is moved from the source to a set of proprietary format files
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Instead of putting a single file in the destination, the backup software creates multiple files as necessary, allowing much more data to be backed up to the destination so that the native file system isn’t the limitation.

And, because this isn’t a single file, the backup software should be able to span multiple volumes during the backup process if it runs out of room on the first volume. Remember, the catalog that the backup software creates is the key, because it remembers the drive on which the backup software has placed the individual file you want to restore.
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Differential Backups

		Data is moved based on its modification date as compared to the last full backup

		Restores faster than incremental
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In our scenario shown here, the first day’s backup is a full backup. Three files exist between the two computers and are therefore backed up.

On day 2, the Word file is modified, and the Dreamweaver file is created. Thus, since both of these files fit the “new and modified since the last full backup” criterion, they’re appended to the backup tape set.

On day 3, the PDF file is created. Along with the Word and Dreamweaver files, it too fits the “new and modified since the last full backup” criterion, and so all three are now appended to the backup tape set.

Day 4 sees changes to the Word file, and the picture file is modified, as well. There are now four files that are “new or modified since the last full backup” and are therefore appended to the tape backup set.

Day 5 sees the Dreamweaver file modified. It was appended before because it was “new” since the last full backup. It is appended still because it now fits the modified category of the rule.
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Full Document vs. Changes

		Full Document moves the whole document

		Changed Based only moves parts

		Delta Block Backup

		Fast Bit Patching
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Should the file, or only changes in the file, be backed up?

When backing up a document, you might think that when the document changes, the best thing to do is back up the entire document to your backup media. While this is indeed the most obvious way of getting the document from point A to point B, sometimes it just doesn’t make sense—especially in the case of differential backups.

The next innovation beyond backing up changed files is in the delta block backup. The delta block process evaluates changed data by breaking each file down into discrete blocks of information (we show you a crude approximation in our picture here) that are anywhere from 4 to 32 K in size. The software can then utilize a cyclical redundancy check (CRC) mechanism to compare each block of the modified file with the corresponding block that has already been backed up. 

When the software detects a difference in the block, it will back up those blocks that have changed instead of backing up the entire file. Thus, changing a sentence in the text document might change a block or two, and adding that goatee might change quite a few blocks. However, unless the entire file has changed, you can pretty well bet that backing up the delta block changes will save time and space on your backup media.

The only problem with delta block backup methods is that many changes per block don’t take up the block’s entire contents. In other words, let’s say that all I did in the text document was change a period to an exclamation point. That wouldn’t take up either 32 or 4 K in size (the smallest size of a block). So while delta block backups are better than copying the entire file, they lack a certain granularity.

FastBit patching

The only real difference between FastBit patching and delta block is that FastBit Patching examines the files at the binary level instead of the block level, so the level of extraction is much more precise.  FastBit backup methods can yield backups that are half the size of the delta block method, which is insanely smaller than the space needed to back up the whole file.











“on

-~ .- Storage -,












UNKNOWN-0



UNKNOWN-1



UNKNOWN-2






_1140333097.ppt


Coming up in lesson two

		Backup media 

		Tape formats: DLT, LTO, AIT 



		Types of drives

		Costs of the media 





(c) 2004 Network Frontiers, LLC







“on

-~ .- Storage -,




UNKNOWN-0



UNKNOWN-1



UNKNOWN-2






_1140333054.ppt


Differential Backups

Back up all files created or modified since the last full backup, comparing the file’s mod. date to that of the modification date stored during the last full backup.
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Differential backups ignore the archive bit and instead examine the creation and modification date of the files. They work the same whether you’re backing up to disk or tape, so we’ll explain them once using tape as the example. Differential backups back up all files created or modified since the last full backup, comparing the file’s modification date to that of the modification date stored during the last full backup. If a file has been modified or created after the last full backup, it’s then appended to the differential backup.

Differential backup restores files faster than incremental backup. Because differential backup appends every changed file since the last full backup to the tape, on each and every backup session, it tends to use a lot of tape. On the other hand, since all the modified files have been grouped together contiguously on the tape, restorations of differential backups are much faster than restorations of incremental backups.
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Incremental Backups to disk - 2

		A Very Large File, or Database Object is created to store the backups

		Data is moved from the source to this file or database object
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There’s another method of backing up to disk that doesn’t involve moving actual files from the source to the destination; instead, it creates a single large file on the destination volume, and as the backup proceeds, the backup software copies the files on the source and then places their contents into the backup file itself. We represent this process here  with all of the original file’s arrows pointing to the single destination backup file.

The limitation of this type of backup is set by the limitation of the filing system on the destination computer, differing with each filing system you use (HFS+, FAT32, NTFS, UFX). This isn’t the time to teach you about the filing systems, as they are covered in depth in The Backup Book.

Another variant of this (Method 2a) is to back up all of the files to an SQL database instead of a large file. This has a few advantages over backing up to a file in that (a) there are no backup-file-size limitations, as SQL databases can grow to any size, and (b) sophisticated catalogs can be employed to reduce the overall number of files in the database.
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Incremental Backups

To Tape AKA Normal Backups

To Disk AKA Normal, Change File, Evolutionary
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The second type of backup is called an incremental backup.

Again, because of market differentiation, incremental backups have been called normal backups, change file backups, or evolutionary backups.

No matter what you call them, incremental backups will choose files to back up based on the file’s modified bit.

All files on all computers store certain metadata for the file that helps the operating system manage those files. One of those chunks of metadata is called the file’s archive bit, or modified bit. Whenever a file is created or modified, the operating system sets the file’s archive bit to “on” status.

Backup software then uses this bit to determine whether or not the file has been backed up. During a full backup, the backup software backs up the files and then sets their archive bit to “off.”

During the incremental backup process, the backup software examines the archive bit, and if it’s on, it backs up the file. Once the file has been backed up, it turns the archive bit to “off.”

The archive bit will then remain off until the file is modified once more.











“on

-~ .- Storage -,




UNKNOWN-0



UNKNOWN-1



UNKNOWN-2






_1140333003.ppt


Incremental Backups to tape

		Take the longest time to restore

		Take less amount of tape than full backups

		You have to use more care when selecting restores from the catalog
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Let’s go through the same two computer, five-day backup cycle again. This time we will only perform incremental backups for the files that are being added and changed. The first time the normal backup is run, it acts like a full backup and all three files are backed up to the tape. Each time a file is backed up, the backup software resets the file’s archive bit to “off.” 

During the second day, computer B modifies the Word file. The operating system on the computer then sets the Word file’s archive bit to “on.” The backup software examines the archive bit, and the modified Word document and computer B’s new Dreamweaver file are backed up again to the tape. Both files’ archive bits are then set to “off” by the backup software. 

On day 3, only the new PDF is backed up to the incremental tape backup because it’s new, and its archive bit has been set by the operating system. Even though computer B has copied the FrameMaker file, the catalog handles that issue, and adds a pointer to the tape backup instead of the actual file.

On day 4, the Word file on computer A is modified again, as well as the picture file on computer B. Both files’ archive bits were set by the operating system. Therefore, the backup software appended both of those files to the backup tape.

Finally, on day 5, computer B modifies the Dreamweaver file again, so it too is now appended to the backup tape.

The tape now has a daily historical record of all of the files that were changed. The total contents of the tape now contain three copies of the Word document (the original and the modified versions), two copies of both the Dreamweaver and picture documents, and individual copies of all of the other documents.

-

When restoring any of these files, the backup tool has to scroll through the tape to get to the right file to restore, skipping over all of the duplicates in the process. With a lot of computers being backed up at once, this can become quite a lengthy process.
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Full Backups to disk/volume

		Ensure that the most data is gathered at one time

		Take the longest time to complete

		Can base “retention” on time or copies

		All restores from disk are quick
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When backing up to disk, a full backup works much the same way.

But instead of linearly writing files to a streaming tape, the backup places each of the files in a special directory.

When you are backing up to disk, normally your backup tool will give you an option of either maintaining “N” number of copies of your originals, or maintaining your originals for “N” days, week, months, or years.
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Backup Components

		Source





		Media



		Catalog
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There are three main components to a backup.

The source, the destination media, and the catalog.

The source is always volume or file based. It’s a common misconception to say that you back up your hard drive – because you back up the volumes, or files on the volume. If you have one hard drive split into two volumes, and you don’t take care, you could miss one of the volumes.

The destination media can either be tape, another volume, special backup media like Jaz or Zip drives, or even optical media such as DVDs and CDs.

And to tie the source to its destination on the media is a backup catalog that records which files or databases were moved from the source to the media, and on which media, and where on that media, those files or databases are located.
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Calculating space for Catalogs

		You can safely predict catalog size and storage requirements by using the following calculation, where N = number of files, and I = instances of any given file.

		(N * 128 bytes) + (I * N * 40 bytes) or

		(100,000 * 128) + (25 * 100,000 * 40)



= (108 MB)



(c) 2004 Network Frontiers, LLC

These catalogs take up space – not as much as your file and database backups, but they do take up space and therefore you should plan for that.

Our calculation is simple – multiply the files you are backing up by 128 bytes. This is for your “descriptor” information for the file.

Then multiply the instances of each file you are backing up by total number of files you are backing up, by 40 bytes. This is for the pointer for additional copies of the files you might have, such as fonts, applications, etc.

Then add the two sets of numbers together for the final tally.
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Full Backups

To Tape AKA Recycle Backups

To Disk AKA Mirrored Backups
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Now we get into the types of backups that you can run. There are three basic types – full, incremental, and differential.

Because we have competing products in the market place that like to differentiate themselves from each other, different products have come to call full backups different things.

Some call these recycle backups, and others call these mirrored backups.
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The Backup Catalog/Index

		What It is

		It is a record of everything that you backed up, 

		during each backup session,

		where that information is stored within the tapes,

		and the tape that the information is on



		Where It Is Stored

		Within a disk-based backup, it is normally stored on the media

		Within a CD-based backup, it is normally stored on the media

		Within a tape-based backup, it could be stored on the media or on the backup computer
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Let’s take a closer look at the catalog.

The backup catalog serves as your index to what you’ve backed up, when you’ve backed it up, and where it’s located.

The backup catalog can be stored in one of three places – and where it is stored depends upon the backup tool you choose.

Normally, within disk or optical media backups, the catalog is stored on the media itself.

Within tape based backup scenarios, the catalog is usually stored in the same location as the backup software. Some backup tools will append an additional copy of the catalog to the tape set.

This means that you need to understand how your backup tool works so that you can protect your catalogs as well as your backups. Without the catalog, you don’t get to restore that which you’ve backed up.
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What’s a Backup?

A backup is when you protect your data by copying it from the original source to a different destination – hopefully one that is geographically “disperse” from the source
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Bill Cosby had a great routine. God says to Noah “I want you to build me an arc.” Noah replies, “what’s an arc?” God said – don’t worry about it. I’ll teach you. Then God said, “and I want this arc to be 300 cubits long, 50 cubits wide, and 30 cubits tall.” Pause – “What’s a cubit?”



The point here is that you have to understand what a backup means to your organization. You have to understand that it means you are being entrusted with something very special – the documents that support the organization, and you are making copies of them and moving them to some place safe. That’s what a backup is – moving that which you need to protect to some place far enough away from the original source so that they will be protected if anything happens to the originals.
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Backup Process

		Examining what to back up

		Making a Copy

		Secure Transfer

		Versioning and Storage



		Compression

		Catalog Creation

		Restoration
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Backups go through seven basics steps.

		The first step is to examine what needs backing up. We’ll cover this in more detail as we move through this class.

		The second step is then to begin making copies of those files that are going to be backed up. And those copies can either go to removable media or they can go to another storage volume.

		The third step – which is optional - is to ensure that the data is being secured while in transit. This usually means some form of encryption.

		As the data is being moved to its destination, the backup process must ensure that if there is a previous copy already in place, the newly backed up material doesn’t overwrite it if you don’t want it to. Therefore, the backup software must have a way of serializing, or versioning the new backup.

		When writing the data to the destination volume or media, the backup process will also usually compress the data in order to save backup storage space. This compression can either be done by the destination hardware, or through the backup software itself.

		Once the data has been moved to the destination, a catalog, or index, has to be created so that the backup software – and anyone looking for the files in the future – knows where to find the files that have been backed up.

		Finally, some point down the road you are going to want to restore the data, so the backup tool you choose has to know how you want to restore your data (either by overwriting what is there, or placing the restored version in some special place).
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SearchStorage.com’s Backup School



Lesson one: What’s a Backup?

Presented by Dorian J. Cougias, Network Frontiers, LLC



Sponsored by CommVault
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